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Some history + timeline

* Rough initial development line

4004: 1971, Busycom calc

8008: 1972, Intel's first 8-bit CPU (insn set by Datapoint, CRT
terminals)

8080: 1974, extended insn set, asm src compat with 8008
8085: 1977, depletion load NMOS with single power supply
8086: 1978, 16-bit CPU with 16-bit external data bus

8088: 16-bit, 8-bit ext data bus (16 bit O split into two 8-bit
cycles) — IBM PC, Stephen Morse called it the castrated
version of 8086 :-)




x86 ISA

* Insn set backwards-compatible to Intel 8086
- A hybrid CISC

- Extension of 8-bit 8008 and 8080 arches

- Little endian byte order

- Variable length, max 15 bytes long

400dha* EG 66 BE EE BE GG BB datalf datalE datalb datalb datalk datalf datals datalf mow F0x0, Erbe
4004c1¢ GG 48 o/ c2 00 00 00
40048 1]

That one still executes ok. One more prefix and:

traps: a[5157] general protection ip:4004ba sp:7fffafabaab0® error:0 in
a[400000+1000]
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Intel's version's nice too

"ﬂ;‘,’“ﬂ,ﬂg“ Opcode ModR/M SIB Displacement Immediate
Up to four 1=, 2=, or 3-byte 1 byte 1 byte Address Immediate
prefixes of opcode (if required) (if required) displacement data of
1 byte each of 1,2, ord 1, 2, 0or4
(optional) / \ bytes or none bytes or none

7 6 5 E 0 7 6 5 E 0
Mod uﬁfﬂe RM Scale | Index | Base

Figure 2-1. Intel 64 and IA-32 Architectures Instruction Format




(Almost) General Purpose Registers

- TAX: Accumulator

- rCX: Count (LOOP, REP <string insn>, MSR req)
- rDX: Double precision (extend rAX)

- rBX: Base idx

- Sl src idx (MOVS,...)

- rDI: dst idx

- rBP: Base Pointer of current frame

- rSP: Stack Pointer

- r8-r15: for lack of imagination




Prefixes

e |Instruction modifiers

- Legacy
» LOCK: OF
« REPNE/REPNZ: F2, REPE/REPZ: F3
» Operand-size override: 66 (use selects non-default size, doh)

« Segment-override: 36, 26, 64, 65, 2E, 3E (last two taken/not taken branch
hints with Jcc on Intel — ignored on AMD)

» Address-size override: 67
- REX (40-4f) precede opcode or legacy pfx
» 8 additional regs (%r8-%r15), size extensions

e Encoding escapes: different encoding syntax
- VEX/XOP/EVEX/MVEX...




Opcode

 Single byte denoting basic operation; opcode is
mandatory

* A byte => 256 entry primary opcode map; but we
have more instructions

« Escape sequences select alternate opcode maps
- Legacy escapes: 0f [0f, 38, 33]

« Thus [0f <opcode>] is a two-byte opcode; for example, vendor extension
3DNow! is Of Of

« 0Of 38/3a primarily SSE* — separate opcode maps; additional table rows with
repurposed prefixes 66, F2, F3

- VEX (c4/c5), XOP (8f) prefixes — AVX, AES, FMA, etc maps
with pfx byte 2, map_select[4:0]; {M,E}VEX (62)




Opcode, octal

- Most manuals opcode tables in hex, let's look at them
in octal :)

- Octal groups encode groups of operation
(8080/8085/z80 ISA design decisions)

- “For some reason absolutely everybody misses all of
this, even the Intel people who wrote the reference on
the 8086 (and even the 8080).[1]

- Bits in opcode itself used for direction of operation,
size of displacements, register encoding, condition
codes, sign extension — this is in the SDM




Opcodes in Octal groups/classes

* 000-077: arith-logical operations: ADD, ADC,SUB,
SBB,AND...

- OP[0-7], where P in {0: add, 1: or, 2: adc, 3: sbb, 4: and, 5: sub,
6: xor, 7: cmp}

* 100-177: INC/PUSH/POP, Jcc,...
e 200-277: data movement: MOV, LODS,STOS,...
» 300-377: misc and escape groups




opc oct +dir, +width

Ox00 0000 +{d: 0, w: 0}: ADD Eb,Gb; ADD reg/mem8, reg8; 0x00 /r

0x01 0001 +{d: 0, w: 1}: ADD Ev,Gv; ADD reg/mem{l6,32,64}, reg{16,32,64}; 1 /r
0x02 0002 +{d: 1, w: 0}: ADD Gb,Eb; ADD reg8, reg/mem8, 0x02 /r

0x03 0003 +{d: 1, w: 1}: ADD Gv,Ev; ADD reg{l1l6,32,64}, reg/mem{16,32,64};

0x3 /r

Ox04 0004 +{d: 0, ADD AL,Ib; ADD AL, imm8; 0x04 ib

Ox05 0005 +{d: O, ADD rAX,Iz; ADD {,E,R}AX, imm{16,32}; with REX.W imm32
gets sign-extended to 64 bit

Eﬁ
= o
o~

Ox06 0006 +{d: 1, w: 0}: PUSH ES; invalid in 64-bit mode

0x07 0007 +{d: 1, w: 1}: POP ES; invalid in 64-bit mode

Ox08 0010 +{d: 0, w: 0O}: OR Eb,Gb; OR reg/mem8, reg8; 0x08 /r

0x09 0011 +{d: O, w: 1}: OR Gv,Ev; OR reg/mem{16,32,64}, reg{l6,32,64}; 0x09 /r
Ox0a 0012 +{d: 1, w: 0O}: OR Gb,Eb; reg8, reg/mem8; 0x0a /r

Ox0b 0013 +{d: 1, w: 1}: OR Gv,Ev; OR reg{l16,32,64}, reg/mem{l1l6,32,64}; Ob /r
Ox0c 0014 +{d: 0, w: 0}: OR AL,Ib; OR AL, imm8; OC ib

Ox0d 0015 +{d: 0, w: 1}: OR rAX,Iz; OR rAX,imm{16,32}; 0d i{w,d}, rAX |
imm{16,32};RAX version sign-extends 1mm32

Ox0e 0016 +{d: 1, w: O}: PUSH CS onto the stack

Ox0f 0017 +{d: 1, w: 1}: escape to secondary opcode map

0x10 0020 +{d: 0, w: O}: ADC Eb,Gb; ADC reg/mem8, reg8 + CF; 0x10 /r

0x11 0021 +{d: 0, w: 1}: ADC Gv,Ev; ADC reg/mem{l6,32,64}, reg{16,32,64} + CF;

0x11 /r

0x12 0022 +{d: 1, w: 0O}: ADC Gb,Eb; ADC reg8, reg/mem8 + CF; 0x12 /r

0x13 0023 +{d: 1, w: 1}: ADC Gv,Ev; ADC regl6o, reg/meml6; 13 /r; reglbo +=
reg/memlo + CF

0x14 0024 +{d: 0, w: 0}: ADC AL,Ib; ADC AL,imm8; AL += imm8 + rFLAGS.CF

0x15 0025 +{d: 0, w: 1}: ADC rAX,Iz; ADC rAX, imm{16,32}; rAX += (sign-
extended) imm{16,32} + rFLAGS.CF



ModRM: Mode-Register-Memory

- Optional; describes operation and operands
- If missing, reg field in the opcode, i.e. PUSH/POP

7 6 5 4 3 2 1 0
mod reg r/m ModRM

REX.R, VEX.R or XOP.R —T
extend this field to 4 bits

REX.B, VEX.B, or XOF.B
extend this field to 4 bits




ModRM

 mod[7:6] — 4 addressing modes
- 11b — register-direct
- 111b — register-indirect modes, disp. specification follows

* reg[.R, 5:3] — reqgister-based operand or extend
operation encoding

* r/m[.B, 2:0] — register or memory operand when
combined with mod field.

» Addressing mode can include a following SIB byte
{mod=00b,r/m=101b}




SIB: Scale-Index-Base

- Indexed register-indirect addressing

Bits: 7 6 5 4 3 2 ] 0
scale index base SIB

REX.X bit of REX prefix can —T
extend this field to 4 bits

REX.B bit of REX prefix can
extend this field to 4 bits




SIB

- scale[7:6]: 2l¢7scale = gcale factor

- Index[.X, 5:3] — reg containing the index portion

- base][.B, 2:0] — reg containing the base portion

-eff addr = scale * index + base + offset

Pretixes:

REX: 4r [wl: 1 [rlz 0 [x]: 0 [b]:

Opcode: D39

ModRH 0x94 [mod:10b][.R:0b,req:0lob][ B20b, r/mel00b]

regizter—indirect mode, 4-byte offset in displ. field

SIB: Oxc3 [LBiOb,baze:0lib][, X200, idat000b] [scale: 3]

MOY Ew,Guw: MOV regdmemilB,32.64} regilf,32, 64}
02 483 89 94 <3 00 10 00 moy Ard, el OO0 Erbe, Erac 8
i ()




Displacement

* signed offset

- absolute: added to the base of the code segment

- relative: rIP

1, 2 or 4 bytes
* sign-extended in 64-bit mode if operand 64-bit




Immediates

- encoded In the instruction, come last
- 1,2,4 or 8 bytes
- with def. operand size in 64-bit mode, sign-extended

- MOV-to-GPR (A0-A3) versions can specify 64-bit
Immediate absolute address called moffset.

Prefixes:

REX: d: [wl: 1 [rl: 0 [x]: 0 [b]: 0

Opcode? N)de

ModR 2 Oxcl  [mod:11b][L.R20b, reqzooob][, Brob, rém: ook ]

regizter-direct mode, reg operand specified by rm,

MOW Ew,.Iz: MOY regsfmemilB.32,.64F, imm{l5,32F no Bd-bit immed: C7 A0 i{w.dr

s 43 o cl ef be ad de moy FoxFFEfffffdeadbeet | drax
Pretixes:
REX: 4t [wl: 1 [kl 0 [x]z 0 [B]: O
Opcode: (bl

MOW riR¥, 83, Iuv: HOY regilf, 32,64}, imm{lG6,32,64}: O0xb8 + r{w.d,qF ifw.d.qf
0 43 b3 be ba fe ca ef may $0xdeadbeefcafebabe, Erax
i be ad de

S
J., .




polLS
4
w

REX: AMD64 4w

only one allowed

must come immediately before opcode

with other mandatory prefixes, it comes after them
 when meaningless and specified — ignored

Instruction bytes recycling
- single-byte INC/DECs
- ModRM versions in 64-bit mode




T |~
4
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REX: AMD64 4w

» 64-bit VAs/rIP, 64-bit PAs (actual width impl-specific)
» flat address space, no segmentation (not really)
* Widens GPRs to 64-bit

» Default operand size 32b, sign-extend to 64 if req.
- (0x66 and REX.W=0b) — 16bit
- REX.W=0 — CS.D
- REX.W=1 — 64-bit

Prefixes:

operand-zize override: OxER

REx: 4r [wl: 0 [r]; 1 [x]: 0 [bl: 1

Opcode (B4

ModR ¢ Oxae [mod:10b][.R:lb,req:l0ib][, B2k, rim:1106]

regizter—indirect mode, 4-byte offzet in displ., field

MOY Ew,.Gw: MOV regsmem{lf,32,64} regilf,.32,.64}
(e BE 45 89 ze 0z 05 00 may Arl3w, 0xG0a(Er14)

i ()

T



T |~
>
w

REX: Additional registers 41w

+ 8 new GPRs %r8-%r15 through REX[2:0] ([7:4] = 4h)

- ModRM and SIB each use 3 bytes for register addressing. Add
fourth with REX.{rx,b} bits.

- REX.R — extend ModRM.reg for reg selection (MSB)
- REX.X — SIB.index extension (MSB)
- REX.B — SIB.base or ModRM.r/m
» LSB-reg addressing capability: %spl,%bpl, %sil, %dil
- REX selects those 4, %[a-d]h only addressable with |IREX
- %Tr[8-15]b selectable with REX.b=1b

8 additional 128-bit SSE* regs %xmm8-%xmm15




zero-extended
for 32-bit operands

«— not modified for 16-bit operands —| low
«<—— not modified for 8-bit operands ——|8 bits 16-bit 32-bit 64-bit

0 AH*| AL | AX  EAX  RAX
3 BH'| BL | BX  EBX RBX
1 CH*| CL | €X  ECX  RCX
2 DH*| DL | DX  EDX RDX
B S| ESI RSl
o 7 DI EDI  RDI
g 5 BP EBP RBP
g 4 SP  ESP RSP
o 8 R8W R8D RS
2 9 ROW RS R
€ 10 R1IOW R10D R10

—
—

R11TW RMD RM
R12W R12D R12
R13W R13D R13
R14W R14D R14
R15W R15D R15

—
]

—
(5]

—
e =5

—
on

83 2un 1615 &7 0




REX: Examples

Prefixes:

REX: 41 [wl: 1 [rlr 0 [x]: © [B]: O

Opcode: (39

ModRH ¢ Oxc3  [mod:1lb][.R:0b,reg:000b][ B:0b, rém:ollb]

register-direct mode, reg operand specified by r/m,

MOY Ew,Gw: MOV reg/memil,32,64} regilf, 32,64}

Qs 48 89 3 Mot Aray, irbx
Upcode: (89
ModR: Oxc3  [modilib][reg:000b][razidihb]

regizter—direct mode, reg operand specified by rdm,

MOV Ew,Gw: MOV regémemdlf,32,64} regilf, 32,64}

0 89 o3 moy Aeax, seb
Prefixes:
REX: 4: [wl: 1 [r]: 1 [x]: 0 [bl: 1
Opcode: N gake)
Mok« Oxcl  [mod:1ib][,R:1b,req:000b][,Brib, rim:001hb]

regizter—-direct mode, reg operand specified by rim,

MOW Ew,Gw: MOY reg/mem{lB,32.64} regilE,32,E4}

0 4d 89 cl moy Are,Er
Prefixes:
REX: 41 [wly 0 [r]: 1 [x]: 0 [b]: 1
Opcode: N¥ata)
ModRH Oxcl  [mod:11b][.R:lb,reg:000b][ L Brlb, rimt00ib]

regizter-direct mode, reg operand specified by rem,

MDY Ew,Guv: MOV reg/memilf,32.64F regilf, 32,64}
0 45 89 cl moy &r8d, Zr3d




REX: Examples

Prefixes?

REX: 4r [wl: O [rl: O [x]; O [b]: ©

Opcode: (B0

MM ¢ Oxfe  [mod:lib][,R:ob,regiil1b][,Bz0b,rém:110b]

regizter—-direct mode, reg operand specified by rém,

CHP Eb.Ib: CMP reg/mem3, immS, 90 /7 ib

0 400 B0 fe Oc cmp Fxc, Esil
Prefixes:
RE#: 4 [wl: 0 [rl: 0 [x]: 0 [b]: 1
Upcode: (i)
ModRH Oxfe  [mod:11b][,R:0b,reg:111b][,B1b, rim:110b]

reqgizter—direct mode, reg operand specified by r/m,

CHP Eb,Ib: CHMP reg/memd, immB. 80 A7 ib
0 41 80 fe D¢ cmp F0xc, Zrldb

Opcode? (A0
ModRH ¢ Oxfe  [mod:1lb][reg:111b][rm:ll0b]
register—-direct mode, reg operand specified by rém,

CHP Eb,Ib* CHP regifmem3, immB, 80 /7 ib
0 80 fe Oc cmp FOxc, Edh




REX: RIP-relative addressing: cool

 only in control transfers in legacy mode
* PIC code + accessing global data much more efficient
« eff addr =4 byte signed disp (£ 2G) + 64-bit next-rIP

 ModRM.mod=0b, r/m=101b (ModRM disp32 encoding
In legacy; 64-bit mode encodes this with a
SIB{base=101b,idx=100b,scale=n/a})

 the very first insn in vmlinux:

Prefixes:

REX: 4 [wl: 1 [rl: 0 [x]: 0 [bl: O

Opcode (cBd

ModRH 0x2d  [mod:00b][LR:0b, regrlolb][ L B20b, rémel01b]

register—indirect mode, offset O

LEA Gw, M: LEA regi{l6.32.64}, mem: 8D /r
0 48 8d 2d 9 ff ff ft lea -0x7F{Erip) . érbp




VEX/XOP

 VEX: C4 (LES: load far ptr in seg. reg. in legacy

mode)

- 3rd-byte: additional fields
- spec. of 2 additional operands with another bit sim. to REX

- alternate opcode maps
- more compact/packed representation of an insn

« XOP: 8F; TBM insns on AMD
- 8f /0, POP reg/mem{16,32,64} if XOP.map_select < 8

Byte 0

Byte 2

3

2

.1

Encoding escape prefix

map_select

LAY

PP

"‘.f'f' g g




VEX, 2-byte
 C5 (LDS: load far ptr in %DS)

- 128-bit, scalar and most common 256-bit AVX insns
- has only REX.R equivalent VEX.R

Byte 0 Byte 1

VEX R VWY L pp




VEX

- must precede first opcode byte
- with SIMD (66/F2/F3), LOCK, REX prefixes — #UD

- regs spec. in 1s complement: 0000b —
X, YIMM15/... , 1111b — {X,YIMMO,...




VEX/XOP structure

» byteO [7:0] — encoding escape prefix
* byte1

- R[7]: inverted, i.e. IModRM.reg

- X[6]: !SIB.idx ext

- B[9]: ISIB.base or IModRM.r/m

[4:0]: opcode map select

e 0O: reserved
* 1: opcode map1: secondary opcode map

« 2: opcode map2: Of 38 three-byte map

3: opcode map3: Of 3a three-byte map

8-1f: XOP maps

Byte 0 Byte 1 Byte 2

7 o7 6 5 4 07 6 3 2 1 0
Encoding escape prefix R | X | B map_select W VWY L pp




VEX/XOP structure

* byte 2:

Byte 0

Byte 2

WI[7]: GPR operand size/op conf for certain X/YMM regs

vvvv[6:3]: non-desctructive src/dst reg selector in 1s
complement

L[2]: vector length: Ob — 128bit, 1b — 256bit
pp[1:0]- SIMD eqiuv. to 66, F2 or F3 opcode ext.

3

2

.1

Encoding escape prefix

map_select

LAY

pp




AVX512

- EVEX: 62h (BOUND, invalid in 64-bit, MPX defines
new insns)

- 4-byte long spec.
- 32 vector registers: zmmO0-zmm31
- 8 new opmask registers k0-k7

- along with bits for those...
- Fun :-)




Kernel Hacks




Alternatives

* Replace instructions with “better” ones at runtime

When a CPU with a certain feature has been detected

» we like to run everything in hw, if possible

- When we online a second CPU, i.e. SMP (btw, we don't patch
back to UP anymore, see 816afe4{f98e), we would like to
adjust locking

Wrap vendor-specific pieces:
 rdtsc_barrier(), AMD synces with MFENCE, Intel/Centaur with LFENCE
Bug workarounds: X86 BUG_11AP

* Thus, optimize generic kernel for hw it is running on
— use single kernel image




Alternatives: Example

- Select b/w function call and insn call
- Instruction has equivalent functionality
- POPCNT vs _ sw_hweight64

Ensigned long __sw_hweightB4]__uBd w)
#if BITS_PER_LOMG == 32
__zw_hweight32{{unsigned int)lw =» 3217 +
__=w_hweight32({unsigned intw):
#elif BITS_PER_LONG == B4
#ifdef ARCH_HAS_FAST_MULTIPLIER
w-= fw »> 1) & 0x5E55EEE55E555555,] ¢
W (w & Ox3333333333333333ul) + ((w »» 2) & Ox3333333333333333ul):
W (w + Cw 2> 4)) & OxeOFOFOFOFOFOFOFOFUL :
Cw * 0x0101010101010101u1) *> BE:

#e2lze
__uBd res = w - ({w »x 1) & 0x5555555555550550] )
res = [res & Ox3333333333333333ul) + ((res »» 2) & 0x3333333333333333ul )8
res = (res + (res > 4)) & OxOFOFOFOFOFOFOFOFUL +
res = res + (res =» 8+
res = res + (res »» 16):
(res + (res »>» 2200 & Ox00000000000000FF ] £
#endif
#endif

¥




Alternatives: Example

static inline unsigned long __arch_bweightB4(__uBd w)
1

unzigned long res = 0%

#ifdef CONFIG_KBE_3Z
__arch_bweight32( (w32l +
__arch_bweight32( (w32 )ty = 323):
#elze
(ALTERMATIVE( "call __sw_hweightE4", POPCNTE4, X8E_FEATURE_POPCHT)
+ "="RBEG_OUT (res)
+ REG_IN {u)i:
#endif A% COMFIG_XBE_32 */

Fes;




Alternatives: Example

old insn VA OefFFFFFFFE1DI0959, CPU featy 4%32+23 (151), size: B

FRFFFFFFEAA0353: ef b2 53 76 ff callq OxFFFFFFFFE1ZFSLD
repl insn: OxFFFFFFFFBlc fobb, size: b
FEFFFFFFOLCTFCbb: f3 48 0Of b o7 popont Erdi,drax
FRFFFFFFE1bA032a <alternative_instructionss:
FEFFFFFFE1bI092a: 5 push  Erbp
FREFFFFFE1ba032b: 45 83 eb My #rsp.Arbp
FrFFFFFFB1bI092e; el 2d 74 47 fF callg FFFFFFFFE1007DED <stop_nmix
FrEFFFFFE1bI09EE: 43 ¢/ cb 04 fb o 81 mov  SOxFEFFFFFFB1cYTRO4, Brsi
FEFFFFFFa1ba093a: 43 of of f8 Se of 81 mov  SOxRFRFFFFFF31cyBefE, Erdi
FREFFFFFE1RA0941 ed ba a7 47 ff callg FRFFFFFFE100B050 <apply_alternatives>
FEFFFFFFE1ba0346: 83 3d BF O 10 00 00 cmpl  $0x0,0:100e6F (Erip) # FHFFFFFFBLca17be <noreplace_smpl
FEFFFFFFE1ET04d; 75 4d Jne FEFFFFFFE1EA099: <alternative_instructions+ixs2>
FREFFEFFE1bA0T4f: 48 8b 06 Ba 25 aa ff mow -0xERdaTECErip) , drax # FEFFFFFFE1EZ2eel <cpu_present_mask>
g of be 38 moyzhl (g Bedi
FrFFFFFELEA0955: el b2 53 & Ff callg  FFFFFFFFE1ZFOALO <__sw_huweightBd |

FEEFFEFFa1cYFE0d < altinstr_replacement’:

s

FFFFFFFFBLCZFCb2: ff ca dec  Aed
L\ FEFFFFFFa1cyfobd: 5 6 Jne FRFFFFFFELCFFoac <__alt_inztructions_end+(x1ad>
\.. FEFFFFFFELCTChE: £3 43 OF b 7 popcnt #rdi, ¥rax
=~ ~ M FFrFFFFFELCTFCbD: f3 48 OF b8 c7 poponit. Rrdi, dra
RALRRRR I T G ts 40 U bi cf papcnt &rdi,srax
FEFFFFFFELETFocD: f3 48 OF b8 oF popent Ardi, drax
FRFFFFFFELCTFocar f3 48 Of b8 o7 popont Zrdi, Erax

FEFEFFFFELlc i focts f3 48 Of b8 7 popcht Zrdi.drax




Alternatives: Example 2

- static_cpu_has_safe()
- test CPU features as fast as possible
- initially run safe variant before alternatives have run

- overwrite JMP to out-of-line code when CPU feature
present

static __always_inline __pure bool use_eager_fpulvoid)

d
¥

static_cpu_has_safe(X86_FEATURE _EAGER_FPU) ¢




static __always_inline __pure bool _static_cpu_has_safefulf bit)

1
#ifdef CC_HAVE_ASHM_GOTO
lI.-'=+=

* lle need to zpell the jumpz to the compiler because, depending on the offset,
* the replacement jump can be bigger than the original jump, and this we cannot
* hawve, Thus, we force the jump to the widest, 4-buyte, signed relative

* offzet even though the last would often fit in less bytes,

*d

asm_volatile_goto{"1l: ,byte Oxe9%n ,long #1[t_dynamic] - 2fn"
"2:"‘5”"
“.eection Laltinstructions A"at"wn"

dong 1B - n" P
Ldong 3F - " M
Lord ZPLhe" A
bute 2b - 1bWn" P
Byte df - 3" A

Jpreviouzhn”

zrc offzet */
repl offzet */
alwayz replace */
zrc len *4

repl len */

‘.zection altinstr_replacement  s"axh"wn"
"2: Lbyte 0xeIun ,long El[t_rnol - ZbWn"

zrc offset */

ho replacement. *
feature bit */
zrc len *4

repl len */

"4rhn"
Jpreviouzhn”

".zection Laltinstructionz.“"a4"sn"
dong 1b - " ¥
Ldong Ohn" P
Joord EPONR M
bute 2b - 1bWn" ¥
Lbute 04" P

LPrevioushn”

+
+
L

L

: "i" (bit), "i" (KBE_FEATURE_ALWAYS)

+ t_dynamic, t_no):

true?

+

fal=se:

++

_static_cpu_has_safe(bit):



|
Alternatives: Example 2
ald insn VA: OxFFFFFFFFE1001440, CPU feat: XBE_FEATURE_ALWAYS, zize: &
__=switch_to?
FREFFEFFa1001440z: el db 00 00 00 Jmpq OxfFFEFEFFE1001490
repl insn: OxfFFFFFFF31elcl?l, zize: b
FREFFEFFa1001440z: el 53 00 00 Qo Jmpq OxfFFEFFEFE100149:

old inzn VA: OxFFEFFFFFE1001440, CPU feat: XKBE_FEATURE_EAGER_
__=witch_to:
FREFFEFFa1001440z: ed 4b 00 00 00 Jmpq OxfFFEFFFRZ1001490
repl insn: OxfFFFFFFF31e1hlan, zize: 0O
FREFFFFFE1O01L400 <__switch_tis:

U, =izer &

FREFEEFRELOOLAO0 55 ush  ¥rbp
FREFFEFFELOOLAOL S 45 89 5 v Zrsp.irbp

FREFREFRELOOLA04 41 57 ik ¥edC

FEFFFFFFELO0L440: ed 4b 00 00 00 Jmép FREFFFFFEL001430 <__switch_to+0x30%
FRFFFFFFELO01445: 41 8b bd 24 9c 08 00 mow\  OxSOciielil desi

FRFFFFFFELO0L440: 00

FREFFEFRELO0144d: 55 fE test|\ Zesi,desi

FRFFFFFFBLO0L44F OF 85 8b 00 00 OO ne \ FRFFFFFFBIO0L4e0 <__switch_totlxe(>
FRFFFFFFELO01455: 41 cf B4 24 be 05 00 mowh | $0x0,0x5b2{2r12)

FRFFFFFFELO01450: 00 00

FRFFFEFFELO0145e: 41 o7 84 24 93 08 00 mowl \ SOxFFFFEFFF, 0xG98(2r12)
FRFFFFFFELO014B5: 00 ff ff £f ff

FRFFFFFFELO014Ba: 80 83 be 05 00 00 01 addh  \0x1,0:5bciZrbx)

FRFFFFFFELO01471: ed ba 02 00 00 impq  FFFFFEFFBLOOLT30 <__switch_to+0x330%
FRFFFFFFELO01476: 43 8b 83 a0 05 00 00 mow Ba0. ¥rbx) , 2rax

FREEFFFFFEL00147d: 0f 18 03 prefetchi (Zra)

FRFFFFFFELO01480: be 01 00 00 OO mov  $lxl, desi

FRFFFFFFELO014B5: ed 66 00 00 00 impq  FREFFFFFBLOOLAFO <__switch_to+ixfl
FRFFFFFFELO014Ba: eb 7a imp FERFFEFFBLOOLSO0E <__switch_tot0x106>
FRFFFFFFELO014B0: OF 1 40 00 nopl  Ox &rax)

FRFFFFFFELO01490: bf 7d 00 00 00 mov  $0x7d,Yedi

FRFFFFFFELO01495: ed 46 40 01 00 callq FREFFFFFBLOLS4e0 <__static_cpu_has_safe>
FRFFFFFFBLO0149a: 54 o test  Zal,Zal

FRFFFFFFELO01490: 75 32 ine  FEFFFFEFBLOOL4AO <__switch_to+lxdO>

FEFFFFFFa10014e: 80 bb bc 05 00 00 05 cmpb  $0x5, 0x8bel Erbx)

T
X




Alternatives: how

- .altinstructions and .altinstr replacement sections

- .altinstructions contains info for runtime replacing:

struct alt_inste 4
232 instr_offzet: A ooriginal instruction %S
232 repl_offset: A offzet to replacement instruction %/
Ul cpuid: A cpuid bit =zet for replacement *
ud  instrlen: A length of original instruction *
\ ud  replacementlen: A length of new instruction, <= instrlen *¢

- Rely on linker to compute proper offsets: s32

- Use the position we're loaded at + offsets to get to
both old and replacement instructions




ELF editing

diff —rit alarch/86 include/asn'cpufeature.h bfarch/>86/ include/azn/cpufeature h
index bh9h298d60e/, B14261c/ /40 100644
— adarch/xBb/ include/asn/cpufeature . h
++ hfarch/xB6/ include/asn/cpufeature h
W —A70 T 4707 BE static __always_inline __pure bool _static_cpu_has_safe(ulf bit)
* have, Thuz, we force the jump to the widest, 4-byte, signed relative
* offzet even though the last would often fit in less bytes,
*
- a=m_volatile_goto("1: ,byte Oxe9hn ,long El[t_dynamic] - 2Fn"
aam_valatile_gotal"1: jmp #1[t_dynamic]sn"

"2thn"
".section ,altinstructionsz,s"as"sn"
" long 1B - L A arc offzet */
W -AR0 T 4807 BE static __always_inline __pure bool _static_cpu_has_safelulf bit)
" Lbyte 4f - 3fn" M repl len */
" previousin

".zection ,altinstr_replacement,n"axh """
"I: Lbyte OxeShn Llong El[t_no] - 2BNn"
"3t jmp #1[t_nolsn"

"d.:llﬁlr-l"

* L previoushn®

".zection ,altinstructions. s"a4"hn"




ELF editing

* Need to control exact JMP versions
e Current solution is to enforce JMPs with s32 offsets

 Some of them can be 1- or 2-byte JMPs => lower
|$/prefetcher load

* Parse vmlinux and binary-edit the JMPs
* Prototype in arch/x86/tools/relocs.*




ELF editing, proto

« original alt_instr contents:

ald insn YA: OxFEFEFFFFE1O01440, CPU feat: XB6_FEATURE_ALWAYS, size: 2
__zwitch_to?

FRFFFFFFE1001440: eb de mp O:FFFFFFFFE1001430
repl insnt OxtFEFFFFFB1elcOBR, zize: &
FFFFFFFFOLe1c0RS: ed 31 54 1e £F inpq OxFFFFFFFFEL00149e

 converted JMP:

old insn WA: OxfFEEFEFFFB1001440, CPU feat: XB6_FEATURE_ALWAYS, =size: 2
__zwitch_to:

FEFFEFFEa1O0L1440: eb 4e Jmp OxfFEFFEFFR1I001430
repl insnt OxffEFFFFFBlelcOBl, zize: &

FREFFFFFE1001440: eb G dmp G FEFFFFFEL00143e




ELF editing

B 34,9 +34.9 B 1P Efera100ldia: OF 13 00
old insn VA: OxfFFEFerfe1001482, CPU feat: HBe_FEATURE_ALWAYS. =ize: 2
__=witch_to:

FFFFFFFF1001482 eh Go Jmp OxfFEFEEFEE10014F0
-repl insn: Ox=FEPPFFEfFElelcldh,. =izet &

- FRFFFFFF8121c075: ed Bz 54 1e ff Jmpy Oxf FHFFFFFE1001504
~FFFFFFFFE1001482 ; g3 Ba 54 1 fF Jmpey Oxf FEFFEFFE01e6511
+trepl insn: OxFEPEFFEFRlelcOyh,. =sizet 4

+ FRFFFFFFE1e1c075 66 &9 7e OO Jup U EHEFEFEE1elc0fy
HPFPFFFFE1001482 66 &9 Te 00 Jmp Cef FREFFFFE1001504

old insn VA: Ox<FEEFFFEFE1001482, CPU feat: HB6_FEATURE_ERGER_FPU. =ize: Z
__switch_to?

M 46,9 +6.9 B repl insnt O Blelhlfc, =size: 0

old insn VA: OxFPEFFEEFa810016k0, CPU feat: HBG_FERTURE_ALKAYS, =size: b
__=uitch_to:

FEFFFFFFE10016R0 g3 23 01 00 00 Jmpy Oxf FEFPFFFE10017d3
-repl insn: OxPFEFEffElelcdra. =ize: b
- FRFFFFFFE1E1c07as g9 41 GE 1e fF Jmpe Oxf FEEFEFFE10016c0
-FEFFFFFFE1001600; &3 41 56 le fF Jmpg Qe FEFEFFFE01e6CE
+trepl insn: OxFEPEFFEFBlelclia. =zizet 2
+ FRPFFFFFB1e1c07as eh e Jmp O FFHFFEFE1elc08a

HFFFFFFFFBI0016R0 eh Oe Jmp OxfFEFFFFFE10016c0




ELF editing: Problem

at Ox121527¢c
old { va: OxFEFFFFFFEAO0LTTZ, off: O0x1772, PA: Ox201772 CPU: 117, len: 2}
inzn bytez: eb Yc
repl 1 wa: OxfFFFFFFFE1elcO9E, off: OxZe, PA: Ox121c096
inzn bytes: 9 Bd 57 1e ff
next_rip: QubFFEFFEFE1elc0d?, in-insn dispi OxFfleb?ed, tot_rip: OxFFFEFFFFE1001E04
actual off: 0x92
modified repl_inzn bytes: BB &3 32 00




Exception tables

e Collect addresses of insns which can cause specific
exceptions: #PF, #GP, #MF, #XF

* When hit, jump to fixup code
* What are they good for:

accessing process address space

accessing maybe unimplemented hw resources (MSRs,... )
WP bit test on some old x86 CPUs

 basically everywhere where we can recover safely
from faulting on an insn




Exception tables: how

struct exception_table_entry A

_ _ int insn, fizup:
_ex_table section contains 1.

- both are relative to the entry itself: &e->insn + e->insn

- =>insn is the addr where we fault, ->fixup is where we
jump to after handling the fault

- fixup_exception(): put new rIP into regs->ip and say
that we've fixed up the exception




Exception tables: Examples

static inline unzigned long long native_read_msr_safefunsigned int mar,
int *ere)
d

IECLARE_ARGS(wal, low, high)t:

volatile("2: rdmsr @ xor Zlere],Z[err]sn”
"1t
".zection LFixup,s"axh"hnht"
"I+ mov E[Fault].E[err] * jmp 1BAMLE"
" Loprewioustatt”
ASHM_EXTABLE(2b, 3b)
[err] "=r" (*err), EAX_EDX_RET(wal, low, high)
+ 'e" (msr), [Fault] "i" (-EIO)):
EAX_EDX_MAL{wal, low, high)?

+ ++ |




Exception tables: Examples

#NO_APP
L1143
iy 1 $139, fecx #, tmpd0y
#APP
# 73 ", Jarch/ 864 includesasmdmer, h" 1
2t pdmar o owar desi,desi # __err
1%
Lfizup, "ax”
At mow $-bEe=i ¢ jmp 1b #, __err
Jpushzection "__ex_table","a"
a
(bl -,
{Eh} T s

+PoOpzection




Exception tables: Examples

hative_read_msr_safe:

FRFFFFFFE1040316: Of 32 rdnsr
FRFFFFFFR1BO7FET: b3 fb £F FF FF mow $0xFFFFFFFD, Zecx
*-EIO
__put_user_43
FRFFFFFFE1Z0dRG0; 83 01 mov Zeax, (Zrex)

bad_put_user?
fFFFFffFfFE120deE9: b3 £f2 £f ff ff mow FOxFFEEFFEZ, 2eax

__put_user_83
FEEFFFFfal2odadn: 48 83 01 mow Hra, (drcx)

bad_put_user:
FFFfffffaliodean: bBE f2 ff ff ff moy FOxFfFEFEfe, Eeax

« -EFAULT




jmp labels/static keys

- Put seldomly executed code in a fast-path optimally
- Main user: tracepoints for zero-overhead tracing

- GCC puts unlikely code out-of-line for default case

- GCC machinery: asm goto




jmp labels: Example

- in C:
int sched_clock_stablelwoid)
1
static_key_falzeli__sched_clock_stable):
¥

ubd cpu_claock(int cpu)

{ lzched_clock_stable())
zched_clock_cpufcpul:

zched_clock( )t




jmp labels: Example

?tatic __always_inline bool arch_static_branchi=truct static_key *key)
azm_volatile_gotol"1:"

"Jbyte " __stringifylSTATIC_KEY_IMIT_MOP} "“nht"
"opushsection __jump_table, “awh" wnht"

_ASHM_ALIGH "“mht"

_ASM_PFTR "1b, ¥1[1_yes]. HcO nht"

" popsection Snht"

o "1t fkey) 3ot 1yesh:
false?

Lrue?




jmp labels: Example

#APP
# 21 ",/ arch/xB86/ includesasm jump_label ,h" 1
13 QuOF 0 LF , Qe (a0, 0
Lpushzection __jump_table, "aw"
1b, .LBS, __szched_clock_stable  #,
+popsection
# 0"z
#MO_APP
call sched_clock_cpu #
popg  Arbp #
et
palign 4,10
.p2align 3
LEBO:
call zched_clock #
popq arbp #
ret
.gize cpu_clock, ,—cpu_clock

Lnlikely

struct jump_entry 1
jump_label _t code:
jump_label_t target:
jump_label_t key:




jmp labels: Example

- and because a picture says a 1000 words...

cpu_clock:
target: FRFFFFFFE10826a0: key: __sched_clock_stable (OxFFFFFFFFE1eDaFI0), replacement: jmp Ox7

FRFFFFFFAL0B2E90: G5 push Zrbp
FFFFFFFFAL0BIEIL: 48 89 &5 mow 2rsp, 2rbp

FFFFFFFFAL0BIE94: OF 1F 44 00 00 nop 0x0(Zrax, dra,1) —*
FFFFFFFFAL0B2E99: ef £2 fe ff fF callq OxFFFFFFFFE10B2530)
FFFFFFFFAL0B2Ee: G pop Zrbp

FFFFFFFFALOBIEF : c3 retq

FRFFFFFFAL0B2EA0: ef ab all £8 f callq OxFFFFFFFFEL00CTED ¢--
FFFFFFFFAL0B2EAE: G pop Zrbp

FrFFFFFFoL0826a6: cd retq




jmp labels: TODO

- JMP to unlikely code only initially

- avoid unconditional JMP after jmp labels init has run

hen the jump labels get initialized and all checks done. at runtime we

ave this:

D FEFFFFFELO0CE40)
Dxf FEFFFFFEL00CE4]
DxfFFFFFFFEL00Ced

hconditional JHPIL

CuFFFFFEFFEL00Cedd
hlikely code uzing jiffies

CxfFFFFFFFE100cedd
CxFFFFFFFFE100cend
Dxf FFFFFFFELO0CEDE
Cxf FFFFFFFELO0CeR
CxfFFFFFFFE100ceRE
Qxf FFFFFFFELO0CEET
DxFFFFFFFFELO0CEES

likely code using RDTSC, zee JHMP taroet address,

DxfFEFFFFFELO0CE D)

{ached_clock>:
“ached_clock+1>:
<ached_clock+4>:

<sched_clock+3x:

{sched_clock+13%:
{ached_clock+200
<ached_clock+305:
‘ached_clock+31x:
{ached_clock+385
“ached_clock+41>:
<ached_clock+42:

<sched_clock+4a:

puzh
Mo
and

o
mowabs
leaveq
imul
add
retq
FIOp

rdtsc

Arbp
&rzp,irbp

SFFFFFFFFFFFFFFFD, Arap

OxFFFFFFFFELO0Ce /) <sched_clock+4as

Ox9a7laci¥rip) . Brd

et Fe2f 74549640800, Hrax

F03d0900 , Er8  drdx
drdx, Brax

D0 Bram, Brax . 1)

# DeFPFFFFEFELaR4000 <jiffies B4







Decoding an oops “Code:” section

- last talk was about oopses

- let's connect it to this one




general protection fault: 0000 [#1] PREEMPT SMP
Modules linked in:
CPU: O PID: O Comm: swapper/0 Not tainted 3.11.0-rc3+ #4
Hardware name: Bochs Bochs, BIOS Bochs 01/01/2011
task: ffffffff8lal0440 ti: ffffffff81la00000 task.ti: ffffffff81ab0000
RIP: 0010: [<ffffffff8l01l5aaa>] [<ffffffff8l01l5aaa>] init amd+0x1la/0x640
RSP: 0000:ffffffff8labled8 EFLAGS: 00010296
RAX: ffffffff81015a90 RBX: 0000000000726f73 RCX: 00000000deadbeef
RDX: 0000000000000000 RSI: 0000000000000000 RDI: ffffffff8laadf0oo
RBP: ffffffff81a01lfl8 RO8: 0000000000000000 RE9: 0000000000001
R10: 0000000000000001 R11: 0000000000000000 R12: ffffffff8laadfoo
R13: ffffffff81b572e0 R14: ffff88007ffd8400 R15: 0000000000000000
FS: 0000000000000000(0000) GS:ffff88007fcOO000(0000) knlGS:0000000000000000
CS: 0010 DS: 0000 ES: 0000 CRO: 000000008005003b
CR2: ffff88000267c000 CR3: 0000000001a0b0OO CR4: 000O00000000006bLO
Stack:
ffffffff817cda76 0000000000000001 0001000000001 COOOEEOOOOEOOOOO
ffffffff81a0l1f1l8 0000000000726f73 ffffffff8laadfOO ffffffff81b572e0
ffffffff8la0l1f38 ffffffff81014260 ffffffffffffffff ffffffff81b50020
Call Trace:
[<ffffffff81014260>] identify cpu+0x2d0/0x4d0
[<ffffffff8lad53b9>] identify boot cpu+0x10/0x3c
[<ffffffff81lad5409>] check bugs+0x9/0x2d
[<ffffffff8lacfe31l>] start kernel+0x39d/0x3b9
[<ffffffff8lacf894>] ? repair env string+0x5a/0x5a
[<ffffffff8lacf5a6>] x86 64 start reservations+0x2a/0x2c
[<ffffffff8lacf699>] x86 64 start kernel+0Oxfl/0xf8
Code: 00 Of b6 33 eb 8f 66 66 2e Of 1f 84 00 00 00 00 00 e8 2b 2b 4e 00 55 b9 ef be ad de
48 89 e5 41 55 41 54 49 89 fc 53 48 83 ec 28 <0f> 32 80 3f 0f Of 84 13 02 00 00 4c 89 e7
e8 03 fd ff ff fO 41
RIP [<ffffffff8l01l5aaa>] init amd+0xla/0x640
RSP <ffffffff8la0led8>
---[ end trace 3c9ee0eeb6dd208c ]---
Kernel panic - not syncing: Fatal exception



$ ./scripts/decodecode < ~/dev/boris/x86d/oops.txt

[ 0.016000] Code: ff ff 66 66 66 66 66 66 2e Of 1f 84 00 00 00 00 00 e8 1b bb 58 00 55 b9 ef be
ad de 48 89 e5 41 55 41 54 49 89 fc 53 48 83 ec 20 <0f> 32 80 3f Of 0f 84 0b 02 00 00 4c 89 e7
e8 e3 fe ff ff fO 41

All code
0 ff (bad)
1 ff 66 66 jmpq *OXx66 (%rsi)
4 66 66 66 66 2e Of 1f datal6é datal6e datal6 nopw %cCs:0x0(S%rax,%rax,1l)
b: 84 00 00 00 0O 00
11: e8 1b bb 58 00 callg 0x58bb31
16: 55 push %rbp
17: b9 ef be ad de mov $0xdeadbeef,%ecx
lc: 48 89 e5 mov %rsp,S%rbp
1f: 41 55 push %ril3
21: 41 54 push  %rl2
23: 49 89 fc mov %rdi,%srl2
26: 53 push  Srbx
27: 48 83 ec 20 sub $0x20,%rsp
2b:* 0Of 32 rdmsr <-- trapping instruction
2d: 80 3f Of cmpb $0xT, (%rdi)
30: 0f 84 Ob 02 00 00 je 0x241
36: 4c 89 e7 mov %rl2,%rdi
39: e8 e3 fe ff ff callg Oxffffffffffffff2l
3e: o lock
3f: 41 rex.B

Code starting with the faulting instruction

0 0f 32 rdmsr

2 80 3f 0Of cmpb  $0xf, (%rdi)

5: 0f 84 Ob 02 00 00 je 0x216

b: 4c 89 e7 mov %rl2,%rdi

e: e8 e3 fe ff ff callg Oxfffffffffffffefo6
13 fo lock

14 41 rex.B



$ grep Code oops.txt | sed 's/[<>]1//g; s/~\s*\[.*Code: //' | ./x86d

WARNING: Invalid instruction:

1:
4

%CS:0x0(%rax,%rax, 1)

b:
11:
16:
17:
lc:
1f:
21:
23:
26:
27:
2b:
2d:
30:
36:
39:

ff
66

84
e8
55
b9
48
41
41
49
53
48
of
80
of
4c
e8

66
66

00
1b

ef
89
55
54
89

83
32
3f
84
89
e3

66
66

00
bb

be
e5

fc
ec

0f
Ob
e7
fe

Oxff

66

00
58

ad

20

02

ff

2e Of 1f

00 00
00

de

00 00
ff

jmpg *Ox66 (%rsi)
data32 data32 data32 nop

callg 0x58bb31

push Srbp

mov $0xdeadbeef,%ecx
mov %rsp,%rbp

push %rl3

push %rl2

mov %rdi,%rl2

push Srbx

sub $0x20,%rsp

rdmsr

cmpb $0xf, (%rdi)

jz 0x241

mov %rl2,%rdi

callg Oxffffffffffffff2l

-m 2
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