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Some history + timeline

● Rough initial development line
– 4004: 1971, Busycom calc

– 8008: 1972, Intel's first 8-bit CPU (insn set by Datapoint, CRT 
terminals)

– 8080: 1974, extended insn set, asm src compat with 8008

– 8085: 1977, depletion load NMOS with single power supply

– 8086: 1978, 16-bit CPU with 16-bit external data bus

– 8088: 16-bit, 8-bit ext data bus (16 bit IO split into two 8-bit 
cycles) → IBM PC, Stephen Morse called it the castrated 
version of 8086 :-)

– ...
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x86 ISA

● Insn set backwards-compatible to Intel 8086
• A hybrid CISC
• Extension of 8-bit 8008 and 8080 arches
• Little endian byte order
• Variable length, max 15 bytes long

 That one still executes ok. One more prefix and:

traps: a[5157] general protection ip:4004ba sp:7fffafa5aab0 error:0 in 
a[400000+1000]
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Intel's version's nice too
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(Almost) General Purpose Registers

• rAX: Accumulator
• rCX: Count (LOOP, REP <string insn>, MSR reg)
• rDX: Double precision (extend rAX)
• rBX: Base idx
• rSI: src idx (MOVS,...)
• rDI: dst idx
• rBP: Base Pointer of current frame
• rSP: Stack Pointer
• r8-r15: for lack of imagination



15

Prefixes

● Instruction modifiers
– Legacy

● LOCK: 0F

● REPNE/REPNZ: F2, REPE/REPZ: F3

● Operand-size override: 66 (use selects non-default size, doh)

● Segment-override: 36, 26, 64, 65, 2E, 3E (last two taken/not taken branch 
hints with Jcc on Intel – ignored on AMD)

● Address-size override: 67 

– REX (40-4f) precede opcode or legacy pfx
● 8 additional regs (%r8-%r15), size extensions

● Encoding escapes: different encoding syntax
– VEX/XOP/EVEX/MVEX...
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Opcode

● Single byte denoting basic operation; opcode is 
mandatory

● A byte => 256 entry primary opcode map; but we 
have more instructions

● Escape sequences select alternate opcode maps
– Legacy escapes: 0f [0f, 38, 3a]

● Thus [0f <opcode>] is a two-byte opcode; for example, vendor extension 
3DNow! is 0f 0f

● 0f 38/3a primarily SSE* → separate opcode maps; additional table rows with 
repurposed prefixes 66, F2, F3

– VEX (c4/c5), XOP (8f) prefixes → AVX, AES, FMA, etc maps 
with pfx byte 2, map_select[4:0]; {M,E}VEX (62)
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Opcode, octal

• Most manuals opcode tables in hex, let's look at them 
in octal :)

• Octal groups encode groups of operation 
(8080/8085/z80 ISA design decisions)

• “For some reason absolutely everybody misses all of 
this, even the Intel people who wrote the reference on 
the 8086 (and even the 8080).[1]”

• Bits in opcode itself used for direction of operation, 
size of displacements, register encoding, condition 
codes, sign extension – this is in the SDM
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Opcodes in Octal groups/classes

● 000-077: arith-logical operations: ADD, ADC,SUB, 
SBB,AND...
– 0P[0-7], where P in {0: add, 1: or, 2: adc, 3: sbb, 4: and, 5: sub, 

6: xor, 7: cmp}

● 100-177: INC/PUSH/POP, Jcc,...
● 200-277: data movement: MOV,LODS,STOS,...
● 300-377: misc and escape groups



opc  oct  +dir,  +width
================================
0x00 0000 +{d: 0, w: 0}: ADD Eb,Gb; ADD reg/mem8, reg8; 0x00 /r
0x01 0001 +{d: 0, w: 1}: ADD Ev,Gv; ADD reg/mem{16,32,64}, reg{16,32,64}; 1 /r
0x02 0002 +{d: 1, w: 0}: ADD Gb,Eb; ADD reg8, reg/mem8, 0x02 /r
0x03 0003 +{d: 1, w: 1}: ADD Gv,Ev; ADD reg{16,32,64}, reg/mem{16,32,64}; 
0x3 /r
0x04 0004 +{d: 0, w: 0}: ADD AL,Ib; ADD AL, imm8; 0x04 ib
0x05 0005 +{d: 0, w: 1}: ADD rAX,Iz; ADD {,E,R}AX, imm{16,32}; with REX.W imm32 
gets sign-extended to 64-bit
0x06 0006 +{d: 1, w: 0}: PUSH ES; invalid in 64-bit mode
0x07 0007 +{d: 1, w: 1}: POP ES; invalid in 64-bit mode
0x08 0010 +{d: 0, w: 0}: OR Eb,Gb; OR reg/mem8, reg8; 0x08 /r
0x09 0011 +{d: 0, w: 1}: OR Gv,Ev; OR reg/mem{16,32,64}, reg{16,32,64}; 0x09 /r
0x0a 0012 +{d: 1, w: 0}: OR Gb,Eb; reg8, reg/mem8; 0x0a /r
0x0b 0013 +{d: 1, w: 1}: OR Gv,Ev; OR reg{16,32,64}, reg/mem{16,32,64}; 0b /r
0x0c 0014 +{d: 0, w: 0}: OR AL,Ib; OR AL, imm8; OC ib
0x0d 0015 +{d: 0, w: 1}: OR rAX,Iz; OR rAX,imm{16,32}; 0d i{w,d}, rAX | 
imm{16,32};RAX version sign-extends imm32
0x0e 0016 +{d: 1, w: 0}: PUSH CS onto the stack
0x0f 0017 +{d: 1, w: 1}: escape to secondary opcode map
0x10 0020 +{d: 0, w: 0}: ADC Eb,Gb; ADC reg/mem8, reg8 + CF; 0x10 /r
0x11 0021 +{d: 0, w: 1}: ADC Gv,Ev; ADC reg/mem{16,32,64}, reg{16,32,64} + CF; 
0x11 /r
0x12 0022 +{d: 1, w: 0}: ADC Gb,Eb; ADC reg8, reg/mem8 + CF; 0x12 /r
0x13 0023 +{d: 1, w: 1}: ADC Gv,Ev; ADC reg16, reg/mem16; 13 /r; reg16 += 
reg/mem16 + CF
0x14 0024 +{d: 0, w: 0}: ADC AL,Ib; ADC AL,imm8; AL += imm8 + rFLAGS.CF
0x15 0025 +{d: 0, w: 1}: ADC rAX,Iz; ADC rAX, imm{16,32}; rAX += (sign-
extended) imm{16,32} + rFLAGS.CF
...
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ModRM: Mode-Register-Memory

• Optional; describes operation and operands
• If missing, reg field in the opcode, i.e. PUSH/POP
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ModRM

● mod[7:6] – 4 addressing modes
– 11b – register-direct

– !11b – register-indirect modes, disp. specification follows

● reg[.R, 5:3] – register-based operand or extend 
operation encoding

● r/m[.B, 2:0] – register or memory operand when 
combined with mod field.

● Addressing mode can include a following SIB byte 
{mod=00b,r/m=101b}
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SIB: Scale-Index-Base

• Indexed register-indirect addressing
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SIB

• scale[7:6]: 2[6:7]scale = scale factor
• index[.X, 5:3] – reg containing the index portion
• base[.B, 2:0] – reg containing the base portion

• eff_addr = scale * index + base + offset
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Displacement

● signed offset
– absolute: added to the base of the code segment

– relative: rIP

● 1, 2 or 4 bytes
● sign-extended in 64-bit mode if operand 64-bit
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Immediates

• encoded in the instruction, come last
• 1,2,4 or 8 bytes
• with def. operand size in 64-bit mode, sign-extended
• MOV-to-GPR (A0-A3) versions can specify 64-bit 

immediate absolute address called moffset.
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REX: AMD64

● only one allowed
● must come immediately before opcode
● with other mandatory prefixes, it comes after them
● when meaningless and specified → ignored
● Instruction bytes recycling

– single-byte INC/DECs

– ModRM versions in 64-bit mode
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REX: AMD64

● 64-bit VAs/rIP, 64-bit PAs (actual width impl-specific)
● flat address space, no segmentation (not really)
● Widens GPRs to 64-bit
● Default operand size 32b, sign-extend to 64 if req.

– (0x66 and REX.W=0b) → 16bit

– REX.W=0 → CS.D

– REX.W=1 → 64-bit
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REX: Additional registers

● 8 new GPRs %r8-%r15 through REX[2:0] ([7:4] = 4h)
– ModRM and SIB each use 3 bytes for register addressing. Add 

fourth with REX.{r,x,b} bits.

– REX.R – extend ModRM.reg for reg selection (MSB)

– REX.X – SIB.index extension (MSB)

– REX.B – SIB.base or ModRM.r/m

● LSB-reg addressing capability: %spl,%bpl, %sil, %dil
– REX selects those 4, %[a-d]h only addressable with !REX

– %r[8-15]b selectable with REX.b=1b

● 8 additional 128-bit SSE* regs %xmm8-%xmm15
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REX: Examples
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REX: Examples



32

REX: RIP-relative addressing: cool

● only in control transfers in legacy mode
● PIC code + accessing global data much more efficient
● eff_addr = 4 byte signed disp (± 2G) + 64-bit next-rIP
● ModRM.mod=0b, r/m=101b (ModRM disp32 encoding 

in legacy; 64-bit mode encodes this with a 
SIB{base=101b,idx=100b,scale=n/a})

● the very first insn in vmlinux:
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VEX/XOP

● VEX: C4 (LES: load far ptr in seg. reg. in legacy 
mode)
– 3rd-byte: additional fields

– spec. of 2 additional operands with another bit sim. to REX

– alternate opcode maps

– more compact/packed representation of an insn

● XOP: 8F; TBM insns on AMD
– 8f /0, POP reg/mem{16,32,64} if XOP.map_select < 8



34

VEX, 2-byte

● C5 (LDS: load far ptr in %DS)
– 128-bit, scalar and most common 256-bit AVX insns

– has only REX.R equivalent VEX.R
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VEX

• must precede first opcode byte
• with SIMD (66/F2/F3), LOCK, REX prefixes → #UD
• regs spec. in 1s complement: 0000b → 

{X,Y}MM15/... , 1111b → {X,Y}MM0,...
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VEX/XOP structure
● byte0 [7:0] – encoding escape prefix
● byte1

– R[7]: inverted, i.e. !ModRM.reg

– X[6]: !SIB.idx ext

– B[5]: !SIB.base or !ModRM.r/m

– [4:0]: opcode map select
● 0: reserved

● 1: opcode map1: secondary opcode map

● 2: opcode map2: 0f 38 three-byte map

● 3: opcode map3: 0f 3a three-byte map

● 8-1f: XOP maps

?
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VEX/XOP structure

● byte 2:
– W[7]: GPR operand size/op conf for certain X/YMM regs

– vvvv[6:3]: non-desctructive src/dst reg selector in 1s 
complement

– L[2]: vector length: 0b → 128bit, 1b → 256bit

– pp[1:0]- SIMD eqiuv. to  66, F2 or F3 opcode ext.
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AVX512

• EVEX: 62h (BOUND, invalid in 64-bit, MPX defines 
new insns)

• 4-byte long spec.
• 32 vector registers: zmm0-zmm31
• 8 new opmask registers k0-k7
• along with bits for those...
• Fun :-)



Kernel Hacks
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Alternatives

● Replace instructions with “better” ones at runtime
– When a CPU with a certain feature has been detected

● we like to run everything in hw, if possible

– When we online a second CPU, i.e. SMP (btw, we don't patch 
back to UP anymore, see 816afe4ff98e), we would like to 
adjust locking

– Wrap vendor-specific pieces:
● rdtsc_barrier(), AMD synces with MFENCE, Intel/Centaur with LFENCE

– Bug workarounds: X86_BUG_11AP

● Thus, optimize generic kernel for hw it is running on 
→ use single kernel image
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Alternatives: Example
• Select b/w function call and insn call
• Instruction has equivalent functionality
• POPCNT vs __sw_hweight64
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Alternatives: Example
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Alternatives: Example
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Alternatives: Example 2

• static_cpu_has_safe()
• test CPU features as fast as possible
• initially run safe variant before alternatives have run
• overwrite JMP to out-of-line code when CPU feature 

present
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Alternatives: Example 2
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Alternatives: how

• .altinstructions and .altinstr_replacement sections
• .altinstructions contains info for runtime replacing:

• Rely on linker to compute proper offsets: s32
• Use the position we're loaded at + offsets to get to 

both old and replacement instructions
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ELF editing
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ELF editing

● Need to control exact JMP versions
● Current solution is to enforce JMPs with s32 offsets
● Some of them can be 1- or 2-byte JMPs => lower 

I$/prefetcher load
● Parse vmlinux and binary-edit the JMPs
● Prototype in arch/x86/tools/relocs.*
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ELF editing, proto

●  original alt_instr contents:

●  converted JMP:
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ELF editing
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ELF editing: Problem
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Exception tables

● Collect addresses of insns which can cause specific 
exceptions: #PF, #GP, #MF, #XF

● When hit, jump to fixup code
● What are they good for:

– accessing process address space

– accessing maybe unimplemented hw resources (MSRs,... )

– WP bit test on some old x86 CPUs

– …

● basically everywhere where we can recover safely  
from faulting on an insn
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Exception tables: how

• __ex_table section contains
• both are relative to the entry itself: &e->insn + e->insn
• ->insn is the addr where we fault, ->fixup is where we 

jump to after handling the fault
• fixup_exception(): put new rIP into regs->ip and say 

that we've fixed up the exception



55

Exception tables: Examples
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Exception tables: Examples
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Exception tables: Examples

● -EIO

● -EFAULT
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jmp labels/static keys

• Put seldomly executed code in a fast-path optimally
• Main user: tracepoints for zero-overhead tracing
• GCC puts unlikely code out-of-line for default case
• GCC machinery: asm goto
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jmp labels: Example

• in C:
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jmp labels: Example
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jmp labels: Example



62

jmp labels: Example

• and because a picture says a 1000 words...
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jmp labels: TODO

• JMP to unlikely code only initially
• avoid unconditional JMP after jmp labels init has run



Backup
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Decoding an oops “Code:” section

• last talk was about oopses
• let's connect it to this one



general protection fault: 0000 [#1] PREEMPT SMP 
Modules linked in:
CPU: 0 PID: 0 Comm: swapper/0 Not tainted 3.11.0-rc3+ #4
Hardware name: Bochs Bochs, BIOS Bochs 01/01/2011
task: ffffffff81a10440 ti: ffffffff81a00000 task.ti: ffffffff81a00000
RIP: 0010:[<ffffffff81015aaa>]  [<ffffffff81015aaa>] init_amd+0x1a/0x640
RSP: 0000:ffffffff81a01ed8  EFLAGS: 00010296
RAX: ffffffff81015a90 RBX: 0000000000726f73 RCX: 00000000deadbeef
RDX: 0000000000000000 RSI: 0000000000000000 RDI: ffffffff81aadf00
RBP: ffffffff81a01f18 R08: 0000000000000000 R09: 0000000000000001
R10: 0000000000000001 R11: 0000000000000000 R12: ffffffff81aadf00
R13: ffffffff81b572e0 R14: ffff88007ffd8400 R15: 0000000000000000
FS:  0000000000000000(0000) GS:ffff88007fc00000(0000) knlGS:0000000000000000
CS:  0010 DS: 0000 ES: 0000 CR0: 000000008005003b
CR2: ffff88000267c000 CR3: 0000000001a0b000 CR4: 00000000000006b0
Stack:
 ffffffff817cda76 0000000000000001 0000001000000001 0000000000000000
 ffffffff81a01f18 0000000000726f73 ffffffff81aadf00 ffffffff81b572e0
 ffffffff81a01f38 ffffffff81014260 ffffffffffffffff ffffffff81b50020
Call Trace:
 [<ffffffff81014260>] identify_cpu+0x2d0/0x4d0
 [<ffffffff81ad53b9>] identify_boot_cpu+0x10/0x3c
 [<ffffffff81ad5409>] check_bugs+0x9/0x2d
 [<ffffffff81acfe31>] start_kernel+0x39d/0x3b9
 [<ffffffff81acf894>] ? repair_env_string+0x5a/0x5a
 [<ffffffff81acf5a6>] x86_64_start_reservations+0x2a/0x2c
 [<ffffffff81acf699>] x86_64_start_kernel+0xf1/0xf8
Code: 00 0f b6 33 eb 8f 66 66 2e 0f 1f 84 00 00 00 00 00 e8 2b 2b 4e 00 55 b9 ef be ad de 
48 89 e5 41 55 41 54 49 89 fc 53 48 83 ec 28 <0f> 32 80 3f 0f 0f 84 13 02 00 00 4c 89 e7 
e8 03 fd ff ff f0 41 
RIP  [<ffffffff81015aaa>] init_amd+0x1a/0x640
 RSP <ffffffff81a01ed8>
---[ end trace 3c9ee0eeb6dd208c ]---
Kernel panic - not syncing: Fatal exception



$ ./scripts/decodecode < ~/dev/boris/x86d/oops.txt
[ 0.016000] Code: ff ff 66 66 66 66 66 66 2e 0f 1f 84 00 00 00 00 00 e8 1b bb 58 00 55 b9 ef be 
ad de 48 89 e5 41 55 41 54 49 89 fc 53 48 83 ec 20 <0f> 32 80 3f 0f 0f 84 0b 02 00 00 4c 89 e7 
e8 e3 fe ff ff f0 41
All code
========
   0:   ff                      (bad)
   1:   ff 66 66                jmpq   *0x66(%rsi)
   4:   66 66 66 66 2e 0f 1f    data16 data16 data16 nopw %cs:0x0(%rax,%rax,1)
   b:   84 00 00 00 00 00
  11:   e8 1b bb 58 00          callq  0x58bb31
  16:   55                      push   %rbp
  17:   b9 ef be ad de          mov    $0xdeadbeef,%ecx
  1c:   48 89 e5                mov    %rsp,%rbp
  1f:   41 55                   push   %r13
  21:   41 54                   push   %r12
  23:   49 89 fc                mov    %rdi,%r12
  26:   53                      push   %rbx
  27:   48 83 ec 20             sub    $0x20,%rsp
  2b:*  0f 32                   rdmsr           <-- trapping instruction
  2d:   80 3f 0f                cmpb   $0xf,(%rdi)
  30:   0f 84 0b 02 00 00       je     0x241
  36:   4c 89 e7                mov    %r12,%rdi
  39:   e8 e3 fe ff ff          callq  0xffffffffffffff21
  3e:   f0                      lock
  3f:   41                      rex.B

Code starting with the faulting instruction
===========================================
   0:   0f 32                   rdmsr
   2:   80 3f 0f                cmpb   $0xf,(%rdi)
   5:   0f 84 0b 02 00 00       je     0x216
   b:   4c 89 e7                mov    %r12,%rdi
   e:   e8 e3 fe ff ff          callq  0xfffffffffffffef6
  13:   f0                      lock
  14:   41                      rex.B



$ grep Code oops.txt | sed 's/[<>]//g; s/^\s*\[.*Code: //' | ./x86d -m 2 
-
WARNING: Invalid instruction: 0xff
               1: ff 66 66                jmpq *0x66(%rsi)
               4: 66 66 66 66 2e 0f 1f    data32 data32 data32 nop 
%cs:0x0(%rax,%rax,1)
               b: 84 00 00 00 00 00 
              11: e8 1b bb 58 00          callq 0x58bb31
              16: 55                      push %rbp
              17: b9 ef be ad de          mov $0xdeadbeef,%ecx
              1c: 48 89 e5                mov %rsp,%rbp
              1f: 41 55                   push %r13
              21: 41 54                   push %r12
              23: 49 89 fc                mov %rdi,%r12
              26: 53                      push %rbx
              27: 48 83 ec 20             sub $0x20,%rsp
              2b: 0f 32                   rdmsr 
              2d: 80 3f 0f                cmpb $0xf,(%rdi)
              30: 0f 84 0b 02 00 00       jz 0x241
              36: 4c 89 e7                mov %r12,%rdi
              39: e8 e3 fe ff ff          callq 0xffffffffffffff21
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