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Disclaimer

e | talk fast

* | will be giving a 120 minute presentation in 40 minutes
— You need to watch this 3 times to get the full understanding (3 x 40 = 120)

 Don’t try to understand everything | present here

- I'll try to point out what is important and what you can come back to

vmware




You may feel my talk looks like this...




What is ftrace?

 The official tracer of the Linux Kernel
 Added in 2.6.31 (2009)

e |nfrastructure with several features
- events
— Individual functions

- latency tracing
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How to get to it?

* Probably already in your kernel

* tracefs (also debugfs)
- [sys/kernel/tracing
- [sys/kernel/debug/tracing

(all files in this document are in here)

* Can use it with just echo and cat

— Normal use of shell commands
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The trace file

# cat trace
tracer: nop
entries-in-buffer/entries-written: 0/0 #P:4

#

#

#

#

# o eee => 1irqgs-off

# / _----=> need-resched

# / _---=> hardirqg/softirq
# / _--=> preempt-depth

# | / delay

# | | TIMESTAMP FUNCTION
# |

TASK-PID  CPU#
| |
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The tracers

My custom kernel

# cat available tracers

hwlat blk mmiotrace function_graph wakeup_dl wakeup_rt wakeup
function nop

Debian 4.9.0-3-amd64 kernel

# cat avalilable tracers

blk mmiotrace function_graph function nop
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The nop tracer

* echo “nop” > current_tracer

* Away to disable other tracers
* Has no actual function

* |s the default tracer

e Can be used with events
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The Function Tracer

# echo function > current tracer
# cat trace

# tracer: function

#

# entries-in-buffer/entries-written: 205061/4300296 #P:4

#

# - => irgs-off

# / _----=> need-resched

# | / _---=> hardirq/softirq

# || /7 _--=> preempt-depth

# [ 1] / delay

# TASK-PID CPU# |]|]| TIMESTAMP FUNCTION

# | | 11 I I
Timer-11765 [002] d... 1193197.836818: irg_enter <-smp_apic_timer_interrupt
Timer-11765 [002] d... 1193197.836818: rcu_irg_enter <-irq_enter
Timer-11765 [002] d.h. 1193197.836818: local_apic_timer_interrupt <-smp_apic_timer_interrup
Timer-11765 [002] d.h. 1193197.836819: hrtimer_interrupt <-smp_apic_timer_interrupt
Timer-11765 [002] d.h. 1193197.836819: _raw_spin_lock <-hrtimer_interrupt
Timer-11765 [002] d.h. 1193197.836819: ktime_get_update_offsets_now <-hrtimer_interrupt
Timer-11765 [002] d.h. 1193197.836819: _ hrtimer_run_queues <-hrtimer_interrupt
Timer-11765 [002] d.h. 1193197.836820: _ remove_hrtimer <-__hrtimer_run_queues
Timer-11765 [002] d.h. 1193197.836820: tick_sched_timer <-__ _hrtimer_run_queues
Timer-11765 [002] d.h. 1193197.836820: ktime_get <-tick_sched_timer
Timer-11765 [002] d.h. 1193197.836820: tick_sched_do_timer <-tick_sched_timer
Timer-11765 [002] d.h. 1193197.836821: tick_do_update_jiffies64.part.12 <-tick_sched_timer
Timer-11765 [002] d.h. 1193197.836821: _raw_spin_lock <-tick_do_update_jiffies64.part.12
Timer-11765 [002] d.h. 1193197.836821: do_timer <-tick_do_update_jiffies64.part.12"
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The Function Graph Tracer

# echo function_graph > current_tracer
# cat trace

# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | I
3) 8.183 us } /* ep_scan_ready_list.constprop.12 */
3) ! 273.670 us } /* ep_poll */
3) 0.074 us fput();
3) ! 276.267 us } /* SyS_epoll wait */
3) ! 278.559 us } /* do_syscall 64 */

I
|
I
|
3) | do_syscall 64() {
3) | syscall_trace_enter() {
3) | __secure_computing() {
3) | __seccomp_filter() {
3) 0.824 us | __bpf_prog_run();
3) 1.700 us | }
3) 2.434 us | }
3) 3.292 us | }
3) | SyS_read() {
3) | __fdget_pos() {
3) | _ _fget_light() {
3) 0.201 us | __fget();
3) 1.005 us | }
3) 1.753 us | }
3) | vfs_read() {
3) | rw_verify_area() {
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Temporarily enabling and disabling tracing

e tracing_on

- echo 0 > tracing_on
» disables writing to the ring buffer (does not stop the functionality)

- echo 0 > tracing_on
* Enables writing to the ring buffer

 Be ware of the “echo 0> tracing_on”!
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Temporarily enabling and disabling tracing

e tracing_on

- echo 0 > tracing_on
» disables writing to the ring buffer (does not stop the functionality)

- echo 0 > tracing_on
* Enables writing to the ring buffer

 Be ware of the “echo 0> tracing_on”!

— Hint: there's no space between the zero and the greater than sign
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Temporarily enabling and disabling tracing

e tracing_on

- echo 0 > tracing_on
» disables writing to the ring buffer (does not stop the functionality)

- echo 0 > tracing_on
* Enables writing to the ring buffer

 Be ware of the “echo 0> tracing_on”!
— Hint: there's no space between the zero and the greater than sign

- You just wrote standard input into “tracing_on”
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Limiting the traces

set ftrace_filter
e set ftrace notrace
* set ftrace pid
* set_graph_function

* set _graph_notrace
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Setting the filters

e By function name

- echo schedule > set_ftrace_filtre

* By “glob” matches
— echo 'xen*' > set_ftrace_filter
- echo "*lock' > set_ftrace_filter

- echo "mutex*' > set_ftrace_filter

* Extended glob matches (started in 4.10)

- echo "?raw_*lock' > set_ftrace_filter

* Appending the filter

- echo "*rcu* >> set_ftrace _filter

* Clearing the filter

- echo > set_trace _filter
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What functions are available for the filter?

# cat available filter functions

run_init_process
try_to_run_init_process
initcall_blacklisted
do_one_initcall
match_dev_by_uuid
name_to_dev_t
rootfs_mount
rootfs_mount
calibration_delay_done
calibrate_delay
exit_to_usermode_loop
syscall_trace_enter
syscall_slow_exit_work
do_syscall_64
do_int80_syscall_ 32
do_fast_syscall_32
vgetcpu_cpu_init
vvar_fault

vdso_fault

map_vdso
map_vdso_randomized
vgetcpu_online
vdso_mremap
map_vdso_once
arch_setup_additional_pages
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set_ftrace filter

# echo schedule > set ftrace filter

# echo function > current tracer

# cat trace

#
#
#
#
#
#
#
#
#
#
#

function

TASK-PID

<idle>-0

irq/30-iwlwifi-399

<idle>-0

http-26069

<idle>-0

bash-2605

<idle>-0

<...>-26630

<idle>-0

hp-systray-2469
gnome-terminal- -2485

<idle>-0

rcu_sched-7

<idle>-0

entries-in-buffer/entries-written:

CPU#

[001]
[001]
[003]
[003]
[000]
[002]
[003]
[000]
[001]
[003]
[001]
[003]
[003]
[002]

. 18377.
..., 18377.
.N.. 18377.
..., 18377.
.N.. 18377.
..., 18377.
.N.. 18377.
..., 18377.
.N.. 18377.

.. 18377.
.... 18377.
.N.. 18377.
... 18377.
.N.. 18377.

43340/43340

irgs-off

#P:4

need-resched
hardirqg/softirq
preempt-depth

| delay
[ TIMESTAMP
| ]

251971:
251996:
251997:
252079:
252175:
252178:
252184:
252185:
252186:
252220:
252246:
253933:
253938:
255098:

FUNCTION
I
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule

<-schedule_preempt_disabled
<-irg_thread
<-schedule_preempt_disabled
<-schedule_hrtimeout_range_clock
<-schedule_preempt_disabled
<-schedule_hrtimeout_range_clock
<-schedule_preempt_disabled
<-worker_thread
<-schedule_preempt_disabled
<-schedule_hrtimeout_range_clock
<-schedule_hrtimeout_range_clock
<-schedule_preempt_disabled
<-rcu_gp_kthread
<-schedule_preempt_disabled
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set_ftrace_ pid

* Only traces functions executed by a task with the given pid

- For threads, it is the thread id (in the kernel, threads are just tasks)

* Neat little trick to trace only what you want:
- echo 0 > tracing_on
- echo function > current_tracer

- #sh -c 'echo $$ > set_ftrace_ pid; echo 1 > tracing_on; exec my_prog’
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set_ftrace_ pid

# echo 0 > tracing_on

# echo function > current_tracer

# sh -c 'echo $$ > set_ftrace_pi

> exec echo hello'

# cat trace

# tracer: function

#

# entries-in-buffer/entries-written: 16309/16309

#

# === => irqgs-off

# / _----=> need-res

# | / _---=> hardirq/

# || / _--=> preempt-

# [1] 7/ delay

# TASK-PID CPU# ||]| TIMESTAMP

# || | 1] I
echo-26916 [000] .... 18924.157145:
echo-26916 [000] .. 18924.157147:
echo-26916 [000] .. 18924.157148:
echo-26916 [000] .... 18924.,157148:
echo-26916 [000] .. 18924.157153:
echo-26916 [000] .. 18924.157154:
echo-26916 [000] .. 18924.157154:
echo-26916 [000] .. 18924.157155:
echo-26916 [000] .. 18924.157155:
echo-26916 [000] .. 18924.157156:
echo-26916 [000] .. 18924.157156:
echo-26916 [000] .. 18924.157156:
echo-26916 [000] .. 18924.157157:
echo-26916 [000] . 18924.157157:

d; echo 1 > tracing_on;

#P:4

ched
softirg
depth

FUNCTION
I

mutex_unlock <-rb_simple_write

__fsnotify_parent <-vfs_write

fsnotify <-vfs_write

__sb_end write <-vfs_ write

SyS_dup2 <-system_call_fast_compare_end
raw_spin_lock <-SyS_dup2

Expand_files <-SyS_dup2

do_dup2 <-SyS_dup2

filp_close <-do_dup2
dnotify_flush <-filp_close
locks_remove_posix <-filp_close
fput <-filp_close

task_work_add <-fput
kick_process <-task_work_add
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System Call Functions (hack mode)

* System calls like read(), write() and open()

* The kernel has special wrappers for them
- SYSCALL_DEFINE[0-6]

— For sign extension of system call arguments

SYSCALL_DEFINE3(read, unsigned int, fd, char _ _user *, buf, size_t, count)

* Appends “sys_", sys_read(), sys_write() and sys_open()
* But also uses an alias SyS_read(), SyS_write() and SyS_open()

# grep -1 ' sys_read$' /proc/kallsyms

ffffffffbd4032a0 T SyS_read
frffffffbd4032a0 T sys_read
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set_ftrace_filter with System Calls

* Unfortunately, ftrace just picks one

* And it usually picks the wrong one :-(

# echo sys_read > set_ftrace_filter

bash: echo: write error: Invalid argument

# grep -1 '"sys_read$' available_filter_functions

SyS_read

# echo SyS_read > set_ftrace_filter
# cat set_ftrace_filter

SyS_read
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Let's look at the code for the read() system call (v4.12)

SYSCALL_DEFINE3(read, unsigned int, fd, char __user *, buf, size_t, count)
{
struct fd f = fdget_pos(fd);
ssize_t ret = -EBADF;
if (f.file) {
loff_t pos = file_pos_read(f.file);
ret = vfs_read(f.file, buf, count, &pos);
if (ret >= 0)
file_pos_write(f.file, pos);
fdput_pos(f);
}
return ret;
}
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Let's look at the code for the read() system call (v4.12)

ssize_t vfs_read(struct file *file, char __user *buf, size_t count, loff_t *pos)

{

ssize_t ret;

if (!(file->f_mode & FMODE_READ))
return -EBADF;

if (!(file->f_mode & FMODE_CAN_READ))
return -EINVAL,

if (unlikely('!access_ok(VERIFY_WRITE, buf, count)))
return -EFAULT;

ret = rw_verify_area(READ, file, pos, count);
if (!ret) {
if (count > MAX_RW_COUNT)
count = MAX_RW_COUNT,
ret = _ vfs_read(file, buf, count, pos);
if (ret > 0) {
fsnotify_access(file);
add_rchar(current, ret);
b

inc_syscr(current);

}

return ret;
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Let's look at the code for the read() system call (v4.12)

ssize_t _ vfs_read(struct file *file, char __user *buf, size_t count,
loff_t *pos)

{
if (file->f_op->read)
return file->f_op->read(file, buf, count, pos);
else if (file->f_op->read_iter)
return new_sync_read(file, buf, count, pos);
else
return -EINVAL,;
}
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Let's look at the code for the read() system call (v4.12)

ssize_t _ vfs_read(struct file *file, char __user *buf, size_t count,
loff_t *pos)

{
if (file->f_op->read)
return file->f_op->read(file, buf, count, pos);
else if (file->f_op->read_iter)
return new_sync_read(file, buf, count, pos);
else
return -EINVAL,;
}
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Let's look at the code for the read() system call (v4.12)

ssize_t _ vfs_read(struct file *file, char __user *buf, size_t count,
loff_t *pos)

{
if (file->f_op->read)
return file->f_op->read(file, buf, count, pos);
else if (file->f_op->read_iter)
return new_sync_read(file, buf, count, pos);
else
return -EINVAL,;
}
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Let's look at the code for the read() system call (v4.12)

struct file {
union {
struct 1llist_node fu_llist;
struct rcu_head fu_rcuhead;
Y fu;
struct path f_path;
struct inode *f_inode; /* cached value */
const struct file_operations *f_op;
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Let's look at the code for the read() system call (v4.12)

# git grep 'struct file_operations' | wc -1

2885
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set_graph_function

 Similar to set_ftrace_filter
- same way to set it (with globs)
— same way to disable it (write nothing to it)

- same issues with syscalls (SyS_read not sys_read)
* Picks a function to graph

e See what a function does
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set_graph_function

# echo SyS_read > set_graph_function
# echo function_graph > current_tracer
# cat trace

# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | I
2) + 12.716 us } /* vfs_read */
2) + 14.387 us } /* SyS_read */
2) SyS_read() {
2) __fdget_pos() {
2) 0.043 us _ fget_light();
2) 0.439 us }

2) 0.042 us
2) 0.509 us

_cond_resched();

I
I
I
I
|
2) | vfs_read() {
2) | rw_verify_area() {
2) | security_file_permission() {
2) 0.037 us | __fsnotify_parent();
2) 0.064 us | fsnotify();
2) 0.724 us | }
2) 1.023 us | }
2) | _ vfs_read() {
2) | new_sync_read() {
2) | xfs_file_read_iter [xfs]() {
2) | xfs_file_buffered_aio_read [xfs]() {
2) | xfs_ilock [xfs]() {
2) | down_read() {
I
I

}
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set_graph_function

# echo SyS_read > set_graph_function
# echo function_graph > current_tracer
# cat trace

# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | I
2) + 12.716 us } /* vfs_read */
2) + 14.387 us } /* SyS_read */
2) SyS_read() {
2) __fdget_pos() {
2) 0.043 us _ fget_light();
2) 0.439 us }

2) 0.042 us
2) 0.509 us

_cond_resched();

I
I
I
I
|
2) | vfs_read() {
2) | rw_verify_area() {
2) | security_file_permission() {
2) 0.037 us | __fsnotify_parent();
2) 0.064 us | fsnotify();
2) 0.724 us | }
2) 1.023 us | }
2) | _ vfs_read() {
2) | new_sync_read() {
2) | xfs_file_read_iter [xfs]() {
2) | xfs_file_buffered_aio_read [xfs]() {
2) | xfs_ilock [xfs]() {
2) | down_read() {
I
I

}
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Let's look at the code for the read() system call (v4.12)

ssize_t _ vfs_read(struct file *file, char __user *buf, size_t count,
loff_t *pos)

{
if (file->f_op->read)
return file->f_op->read(file, buf, count, pos);
else if (file->f_op->read_iter)
return new_sync_read(file, buf, count, pos);
else
return -EINVAL,;
}
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Let's look at the code for the read() system call (v4.12)

static ssize_t new_sync_read(struct file *filp, char __user *buf, size_t len, loff_t *ppos)
{

struct iovec iov = { .iov_base = buf, .iov_len = len };

struct kiocb kioch;

struct iov_iter iter;

ssize_t ret;

init_sync_kiocb(&kioch, filp);
kiocb.ki_pos = *ppos;
iov_iter_init(&iter, READ, &iov, 1, len);

ret = call_read_iter(filp, &kiocb, &iter);
BUG_ON(ret == -EIOCBQUEUED);

*ppos = kiocb.ki_pos;

return ret;

vmware




Let's look at the code for the read() system call (v4.12)

static inline ssize_t call_read_iter(struct file *file, struct kiocb *kio,
struct iov_iter *iter)
{

3

return file->f_op->read_iter(kio, iter);
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set_graph_function

# echo SyS_read > set_graph_function
# echo function_graph > current_tracer
# cat trace

# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | I
2) + 12.716 us } /* vfs_read */
2) + 14.387 us } /* SyS_read */
2) SyS_read() {
2) __fdget_pos() {
2) 0.043 us _ fget_light();
2) 0.439 us }

2) 0.042 us
2) 0.509 us

_cond_resched();

I
I
I
I
|
2) | vfs_read() {
2) | rw_verify_area() {
2) | security_file_permission() {
2) 0.037 us | __fsnotify_parent();
2) 0.064 us | fsnotify();
2) 0.724 us | }
2) 1.023 us | }
2) | _ vfs_read() {
2) | new_sync_read() {
2) | xfs_file_read_iter [xfs]() {
2) | xfs_file_buffered_aio_read [xfs]() {
2) | xfs_ilock [xfs]() {
2) | down_read() {
I
I

}
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set_graph_function - filtering

2)
2)
2)
2) 0.075
2) 0.837
2)
2)
2)  0.080
2) 0.080
2) 0.073
2)  2.906
2) 3.770
2)
2)
2)
2)
2)
2)  0.069
2) 0.078
2) 0.154
2)  2.746

us
us

us
us
us
us
us

us
us
us
us

xfs_vn_update_time [xfs]() {
xfs_trans_alloc [xfs]() {
__sb_start_write() {
_cond_resched();
}
kmem_zone_alloc [xfs]() {
kmem_cache_alloc() {
_cond_resched();
_cond_resched();
memcg_kmem_put_cache();

}
3
xfs_trans_reserve [xfs]() {
xfs_log_reserve [xfs]() {
xlog_ticket_alloc [xfs]() {
kmem_zone_alloc [xfs]() {
kmem_cache_alloc() {

_cond_resched();

_cond_resched();

memcg_kmem_put_cache();
}
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set_graph_function - filtering

# echo cond resched > set ftrace notrace
# cat trace

# tracer: function_graph

#
# CPU DURATION FUNCTION CALLS
# | | I
[..]
1) | xfs_vn_update_time [xfs]() {
1) | xfs_trans_alloc [xfs]() {
1) 0.044 us | __Sb_start_write();
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.029 us | memcg_kmem_put_cache();
1) 0.375 us | }
1) 0.630 us | }
1) | xfs_trans_reserve [xfs]() {
1) | xfs_log_reserve [xfs]() {
1) | xlog_ticket_alloc [xfs]() {
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.029 us | memcg_kmem_put_cache();
1) 0.330 us | }
1) 0.573 us |
1) 0.037 us | xfs_log_calc_unit_res [xfs]();
1) 1.068 us | }
1) | xlog_grant_push_ail [xfs]() {
1) 0.030 us | xlog_space_left [xfs]();
1) 0.269 us | }
1) | xlog_grant_head_check [xfs]() {
I

1) 0.030 us xlog_space_left [xfs]();
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set_graph_function - filtering

# echo cond resched > set ftrace notrace
# cat trace

# tracer: function_graph

#
# CPU DURATION FUNCTION CALLS
# | | I
[..]
1) | xfs_vn_update_time [xfs]() {
1) | xfs_trans_alloc [xfs]() {
1) 0.044 us | __Sb_start_write();
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.029 us | memcg_kmem_put_cache();
1) 0.375 us | }
1) 0.630 us | }
1) | xfs_trans_reserve [xfs]() {
1) | xfs_log_reserve [xfs]() {
1) | xlog_ticket_alloc [xfs]() {
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.029 us | memcg_kmem_put_cache();
1) 0.330 us | }
1) 0.573 us |
1) 0.037 us | xfs_log_calc_unit_res [xfs]();
1) 1.068 us | }
1) | xlog_grant_push_ail [xfs]() {
1) 0.030 us | xlog_space_left [xfs]();
1) 0.269 us | }
1) | xlog_grant_head_check [xfs]() {
I

1) 0.030 us xlog_space_left [xfs]();
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set_graph_function - filtering

# echo xfs trans_alloc >> set ftrace_ notrace
# cat trace

# tracer: function_graph

#

# CPU DURATION FUNCTION CALLS

# | | I

[..]

1) xfs_vn_update_time [xfs]() {
1) 0.196 us __sb_start_write();

1) kmem_zone_alloc [xfs]() {
1) kmem_cache_alloc() {

1) 0.077 us
1) 0.859 us
1)  1.493 us

memcg_kmem_put_cache();

}
}

I

I

I

I

I

|
1) | xfs_trans_reserve [xfs]() {
1) | xfs_log_reserve [xfs]() {
1) | xlog_ticket_alloc [xfs]() {
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.070 us | memcg_kmem_put_cache();
1) 0.809 us | }
1) 1.450 us | }
1) 0.167 us | xfs_log_calc_unit_res [xfs]();
1) 2.786 us | }
1) | xlog_grant_push_ail [xfs]() {
1) | xlog_space_left [xfs]() {
1) e e e e e |
1) | smp_apic_timer_interrupt() {
1) | irg_enter() {

I

1) 0.184 us rcu_irg_enter();




Interrupt! - I'll come back to this

# echo xfs trans_alloc >> set ftrace_ notrace
# cat trace

# tracer: function_graph

#

# CPU DURATION FUNCTION CALLS

# | | I

[..]

1) xfs_vn_update_time [xfs]() {
1) 0.196 us __sb_start_write();

1) kmem_zone_alloc [xfs]() {
1) kmem_cache_alloc() {

1) 0.077 us
1) 0.859 us
1)  1.493 us

memcg_kmem_put_cache();

}
}

I

I

I

I

I

|
1) | xfs_trans_reserve [xfs]() {
1) | xfs_log_reserve [xfs]() {
1) | xlog_ticket_alloc [xfs]() {
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.070 us | memcg_kmem_put_cache();
1) ©0.809 us | }
1) 1.450 us | }
1) 0.167 us | xfs_log_calc_unit_res [xfs]();
1) 2.786 us | }
1) | xlog_grant_push_ail [xfs]() {
1) | xlog_space_left [xfs]() {
1) S=SSSSsSsSssSS |
1) | smp_apic_timer_interrupt() {
1) | irg_enter() {

I

1) 0.184 us rcu_irqg_enter();




Removing individual filters

* Remember to use '>>' and not >

# cat set _ftrace notrace

_cond_resched
xfs_trans_alloc [xfs]

# echo '!xfs trans _alloc' >> set_ftrace_notrace
# cat set_ftrace_notrace

_cond_resched
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set_graph_notrace - filtering

# echo xfs_trans_alloc > set_graph_notrace
# cat trace

# tracer: function_graph

#

# CPU DURATION FUNCTION CALLS

# | | I

[..]

0) xfs_vn_update_time [xfs]() {
0) xfs_ilock [xfs]() {

0) 0.170 us
0) 0.892 us

down_write();

}

|
I
|
0) | xfs_trans_ijoin [xfs]() {
0) | xfs_trans_add_item [xfs]() {
0) | kmem_zone_alloc [xfs]() {
0) | kmem_cache_alloc() {
0) 0.137 us | memcg_kmem_put_cache();
®) 1.247 us | }
0) 1.945 us | }
®) 2.619 us | }
0) 3.340 us | }
0) 0.128 us | xfs_trans_log_inode [xfs]();
0) | xfs_trans_commit [xfs]() {
0) | _ xfs_trans_commit [xfs]() {
0) 0.190 us | xfs_trans_apply_dquot_deltas [xfs]();
0) | xfs_log _commit_cil [xfs]() {
0) | xfs_inode_item_size [xfs]() {
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trace options

* Modifies the way tracers may work
* Modifies output format
* Some tracers have their own options

 Two ways to modify the options

- file trace_options
* shows only global or current tracer options
e to enable: echo option_name > trace_options
e to disable: echo nooption_name > trace_options

— options/ directory
e shows global options
* shows current tracer options
e starting with v4.4 - shows all tracer options
e to enable: echo 1 > options/option_name
e to disable: echo 0 > options/option_name
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func_stack trace option

e Creates a stack trace of all functions traced

* WARNING: Can cause live lock if all functions are traced!!!!
- Must use set_ftrace_filter - BEFORE enabling
— Nothing will prevent you from shooting yourself in the foot

- You have been warned!
* echo schedule > set_ftrace filter
 echo 1 > options/func_stack_trace
e echo function > current_tracer
* Do stuff
 echo 0 >tracing_on

* echo 0 > options/func_stack_trace
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func_stack trace option

# echo nop > current_tracer
# echo schedule > set_ftrace_filter
# cat set_ftrace_filter
schedule
# echo 1 > options/func_stack_trace
# echo function > current_tracer
# sleep 1
# echo 0 > tracing_on
# echo 0 > options/func_stack_ trace
# cat trace
# tracer: function
#
# entries-in-buffer/entries-written: 88757/126558 #P:4
#
# _----- => irqgs-off
# / _----=> need-resched
# | / _---=> hardirq/softirq
# || / _--=> preempt-depth
# [1] 7/ delay
# TASK-PID CPU# ||]| TIMESTAMP FUNCTION
# || | Tl I I
chrome-3191 [001] .... 93245.162294: schedule <-futex_wait_queue_me
chrome-3191 [001] .... 93245.162302: <stack trace>
=> futex_wait
=> hrtimer_wakeup
=> do_futex
=> __ seccomp_filter

=> SyS_futex
=> do_syscall_64
=> return_from_SYSCALL_64




sym-offset option

# echo 1 > options/sym-offset
# cat trace

# tracer: function

#

# entries-in-buffer/entries-written: 88757/126558 #P:4

#

# _----- => irqgs-off

# / _----=> need-resched

# | / _---=> hardirq/softirq

# || / _--=> preempt-depth

# [ 7 delay

# TASK-PID CPU# ||]| TIMESTAMP FUNCTION

# || I [1]] I I
chrome-3191 [001] .... 93245.162294: schedule+0x0/0x80 <-futex_wait_queue_me+0Oxcl/0x120
chrome-3191 [001] .... 93245.162302: <stack trace>

=> futex_wait+0Oxf6/0x250

=> hrtimer_wakeup+0x0/0x30

=> do_futex+0x2ea/0xb0o0o

=> _ seccomp_filter+0x6e/0x270

=> SyS_futex+Ox7f/0x160

=> do_syscall 64+0x7c/0xf0O

=> return_from_SYSCALL_64+0x0/0x6a
<idle>-0 [601] .N.. 93245
<idle>-0 [601] .N.. 93245

=> schedule+0x5/0x80

=> schedule_preempt_disabled+0xa/0x10

=> cpu_startup_entry+0x1b1/0x240

=> start_secondary+0x14d/0x190
chrome-3191 [001] .... 93245

177978
.177985:

.178029:

schedule+0x0/0x80 <-schedule_preempt_disabled+0xa/0x10
<stack trace>

schedule+0x0/0x80 <-futex_wait_queue_me+0Oxcl/0x120
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sym-addr option

# echo 1 > options/sym-addr
# cat trace

#
#
#
#
#
#
#
#
#
#
#

tracer: function

entries-in-buffer/entries-written: 88757/126558 #P:4

----- => irqgs-off
/ _----=> need-resched
/ _---=> hardirg/softirq
/ _--=> preempt-depth
| / delay
TASK-PID CPU# [ ] TIMESTAMP FUNCTION
|| I | ] I I
chrome-3191 [001] .... 93245.162294: schedule+0x0/0x80 <ffffffffbd801a70> <-futex_wait_queu
chrome-3191 [001] .... 93245.162302: <stack trace>
futex_wait+0xf6/0x250 <ffffffffbd2f6536>
hrtimer_wakeup+0x0/0x30 <ffffffffbd2e5c50>
do_futex+0x2ea/Oxb00 <ffffffffbd2f833a>

__seccomp_filter+0x6e/0x270 <ffffffffbd32661e>

SyS_futex+0x7f/0x160 <ffffffffbd2f8bcf>

do_syscall 64+0x7c/0xfO <ffffffffbd203blic>

return_from_SYSCALL_64+0x0/0x6a <ffffffffbd80632f>
<idle>-0 [601] .N.. 93245.177978: schedule+0x0/0x80 <ffffffffbd801a70> <-schedule_preemp
<idle>-0 [601] .N.. 93245.177985: <stack trace>

schedule+0x5/0x80 <ffffffffbd801a75>

schedule_preempt_disabled+0xa/0x10 <ffffffffbd801d3a>

cpu_startup_entry+0x1b1/0x240 <ffffffffbd2b9551>

start_secondary+0x14d/0x190 <ffffffffbd24801d>
chrome-3191 [001] .... 93245.178029: schedule+0x0/0x80 <ffffffffbd801a70> <-futex_wait_queu
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trace_options file

# cat trace_options | grep sym

sym-offset
sym-addr
nosym-userobj

# echo nosym-offset > trace_options
# cat trace_options |grep sym

nosym-offset
sym-addr
nosym-userobj

# echo sym-usrobj > trace_options
# cat trace_options |grep sym

nosym-offset
sym-addr
sym-userobj

vmware




Filter specific modules

# 1smod | grep iwldvm

iwldvm 139264 0O

mac80211 671744 1 iwldvm

iwlwifi 147456 1 iwldvm

cfg80211 589824 3 iwlwifi,mac860211,iwldvm

# echo :mod:mac80211 > set ftrace filter
# cat set _ftrace filter

ieee80211_restart_hw [mac80211]
ieee80211 alloc_hw_nm [mac80211]
ieee80211_ tasklet_handler [mac80211]
ieee80211_restart_work [mac80211]
ieee80211_unregister_hw [mac80211]
ieee80211_free_hw [mac80211]
ieee80211_ free_ack_frame [mac80211]
ieee80211_ifa6_changed [mac80211]
ieee80211 register_hw [mac80211]
ieee80211_ifa_changed [mac80211]
ieee80211 configure_filter [mac80211]
ieee80211_reconfig_filter [mac80211]
ieee80211 _hw_config [mac80211]
ieee80211_bss_info_change_notify [mac80211]
ieee80211_reset_erp_info [mac80211]
ieee80211_report_low_ack [mac80211]
ieee80211_ report_used_skb [mac80211]
ieee80211_free_txskb [mac80211]
ieee80211_tx_status_irgsafe [mac80211]
ieee80211_ lost_packet [mac80211]
ieee80211_tx_status_noskb [mac80211]

[..]
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Filter specific modules

# echo function_graph > current_tracer
# cat trace

# tracer: function_graph

#

# CPU DURATION

# |
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
2)
2)
2)
2)
2)
2)
2)
2)
2)

.160 us
.321 us
.993 us

loNoNO]

(O]

.132 us

.126 us
.173 us
.133 us
.533 us
.117 us
.483 us
12.299 us
20.847 us

(oMol NoNONO]

0.601 us
17.092 us
21.018 us
22.399 us
0.514 us
27.349 us

FUNCTION CALLS
o
ieee80211_rx_napi [mac80211]() {
remove_monitor_info [mac80211]();
ieee80211_scan_rx [mac80211]();
sta_info_get_bss [mac80211]();
ieee80211 prepare_and_rx_handle [mac80211]() {
ieee80211_get_bssid [mac80211]();
ieee80211 rx_handlers [mac80211]() {
ieee80211_sta_rx_notify [mac80211]();
ieee80211_get_mmie_keyidx [mac80211]();
ieee80211_rx_h_michael mic_verify [mac80211]();
ieee80211_queue_work [mac80211]();
ieee80211 rx_handlers_result [mac80211]();

}
}

b
ieee80211_iface_work [mac80211]() {

ieee80211_sta_rx_queued_mgmt [mac80211]() {
ieee80211_rx_mgmt_beacon [mac80211]() {
ieee80211_sta_reset_beacon_monitor [mac80211]();
ieee802_11 parse_elems_crc [mac80211]();
3
3
ieee80211_ sta work [mac80211]();

}
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Function triggers

Attach a trigger (execution) to a specific function

- There are several, but this talk will only mention
e traceoff
* f{raceon
e stacktrace

traceoff

— Stop tracing when the function is hit

traceon

- Start tracing when a function is hit

stacktrace
- Much safer than using the func_stack trace option
— Do not need to filter
— Only give a stack trace for the function you care about

— Can use in conjunction with function_graph tracer
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Filter specific modules

# echo function_graph > current_tracer
# cat trace

# tracer: function_graph

#

# CPU DURATION

# |
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
2)
2)
2)
2)
2)
2)
2)
2)
2)

.160 us
.321 us
.993 us

loNoNO]

(O]

.132 us

.126 us
.173 us
.133 us
.533 us
.117 us
.483 us
12.299 us
20.847 us

(oMol NoNONO]

0.601 us
17.092 us
21.018 us
22.399 us
0.514 us
27.349 us

FUNCTION CALLS
o
ieee80211_rx_napi [mac80211]() {
remove_monitor_info [mac80211]();
ieee80211_scan_rx [mac80211]();
sta_info_get_bss [mac80211]();
ieee80211 prepare_and_rx_handle [mac80211]() {
ieee80211_get_bssid [mac80211]();
ieee80211 rx_handlers [mac80211]() {
ieee80211_sta_rx_notify [mac80211]();
ieee80211_get_mmie_keyidx [mac80211]();
ieee80211_rx_h_michael mic_verify [mac80211]();
ieee80211_queue_work [mac80211]();
ieee80211 rx_handlers_result [mac80211]();

}
}

b
ieee80211_iface_work [mac80211]() {

ieee80211_sta_rx_queued_mgmt [mac80211]() {
ieee80211_rx_mgmt_beacon [mac80211]() {
ieee80211_sta_reset_beacon_monitor [mac80211]();
ieee802_11 parse_elems_crc [mac80211]();
3
3
ieee80211_ sta work [mac80211]();

}
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Filter specific modules

# echo function_graph > current_tracer
# cat trace

# tracer: function_graph

#

# CPU DURATION

# |
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
3)
2)
2)
2)
2)
2)
2)
2)
2)
2)

.160 us
.321 us
.993 us

loNoNO]

(O]

.132 us

.126 us
.173 us
.133 us
.533 us
.117 us
.483 us
12.299 us
20.847 us

(oMol NoNONO]

0.601 us
17.092 us
21.018 us
22.399 us
0.514 us
27.349 us

FUNCTION CALLS
o
ieee80211_rx_napi [mac80211]() {
remove_monitor_info [mac80211]();
ieee80211_scan_rx [mac80211]();
sta_info_get_bss [mac80211]();
ieee80211 prepare_and_rx_handle [mac80211]() {
ieee80211_get_bssid [mac80211]();
ieee80211 rx_handlers [mac80211]() {
ieee80211_sta_rx_notify [mac80211]();
ieee80211_get_mmie_keyidx [mac80211]();
ieee80211_rx_h_michael mic_verify [mac80211]();
ieee80211_queue_work [mac80211]();
ieee80211 rx_handlers_result [mac80211]();

}
}

b
ieee80211_iface_work [mac80211]() {

ieee80211_sta_rx_queued_mgmt [mac80211]() {
ieee80211_rx_mgmt_beacon [mac80211]() {
ieee80211_sta_reset_beacon_monitor [mac80211]();
ieee802_11 parse_elems_crc [mac80211]();
3
3
ieee80211_ sta work [mac80211]();

}
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Filter specific modules

# echo ieee80211 rx_napi:stacktrace >> set_ftrace_filter
# tail set_ftrace_filter

minstrel_ht_rate_init [mac80211]

minstrel ht_alloc_sta [mac80211]
minstrel_ht_get_tp_avg [mac80211]
rc80211_minstrel_ht_exit [mac80211]
ibss_setup_channels [mac80211]
ieee80211_sta_join_ibss [mac80211]
ieee80211_csa_finalize.part.16 [mac80211]
ieee80211_amsdu_realloc_pad.isra.39 [mac80211]
ieee80211_assoc_success [mac80211]
ieee80211_rx_napi [mac860211]:stacktrace:unlimited
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Filter specific modules

# echo function_graph > current_tracer
# cat trace

# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | 1
irgq/30-iwlwifi-399 [603] ..s. 95809.984832: <stack trace>
=> jeee80211_rx_napi+0x5/0x9cO [mac80211]
=> ieee80211_rx_napi+0x5/0x9cO [mac80211]
=> iwl pcie_rx_handle+0x2b1/0x810 [iwlwifi]
=> iwl _pcie_irg_handler+0x181/0x730 [iwlwifi]
=> 1irg_thread_fn+0x0/0x50
=> irqg_thread_fn+0x1b/0x50
=> irg_thread+0x132/0x1d0
=> _ schedule+0x23b/0x6d0
=> __ wake_up_common+0x49/0x80
=> irg_thread_dtor+0x0/0xc0
=> irg_thread+0x0/0x1d0
=> kthread+0xd7/0xf0
=> kthread+0x0/0xf0
=> ret_from_fork+0x25/0x30
3) | 1eee80211_rx_napi [mac80211]() {
3) 0.144 us | remove_monitor_info [mac80211]();
3) 0.495 us | sta_info_hash_lookup [mac80211]();
3) | ieee80211_prepare_and_rx_handle [mac80211]() {
3) 0.171 us | ieee80211_get_bssid [mac80211]();
3) | ieee80211_rx_handlers [mac80211]() {
3) 0.117 us | ieee80211_sta_rx_notify [mac80211]();
3) 0.184 us | ieee80211_get_mmie_keyidx [mac80211]();
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Removing triggers

* Writing to set_ftrace filter does not remove triggers

* Must echo 'I" and the trigger name. Don't forget to use '>>

# echo ieee80211_rx_napi:stacktrace >> set_ftrace_filter
# tail -5 set_ftrace_filter

ieee80211_sta_join_ibss [mac80211]
ieee80211_csa_finalize.part.16 [mac80211]
ieee80211 amsdu_realloc_pad.isra.39 [mac80211]
ieee80211_assoc_success [mac80211]
ieee80211_rx_napi [mac80211]:stacktrace:unlimited

# echo '!ieee80211 rx_napi:stacktrace' >> set_ftrace_filter
# tail -5 set_ftrace_filter

ibss_setup_channels [mac80211]

ieee80211 sta_join_ibss [mac80211]
ieee80211_csa_finalize.part.16 [mac80211]
ieee80211 amsdu_realloc_pad.isra.39 [mac80211]
ieee80211_assoc_success [mac80211]

#
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Interrupt! - I'm back

# echo xfs trans_alloc >> set ftrace_ notrace
# cat trace

# tracer: function_graph

#

# CPU DURATION FUNCTION CALLS

# | | I

[..]

1) xfs_vn_update_time [xfs]() {
1) 0.196 us __sb_start_write();

1) kmem_zone_alloc [xfs]() {
1) kmem_cache_alloc() {

1) 0.077 us
1) 0.859 us
1)  1.493 us

memcg_kmem_put_cache();

}
}

I

I

I

I

I

|
1) | xfs_trans_reserve [xfs]() {
1) | xfs_log_reserve [xfs]() {
1) | xlog_ticket_alloc [xfs]() {
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.070 us | memcg_kmem_put_cache();
1) 0.809 us | }
1) 1.450 us | }
1) 0.167 us | xfs_log_calc_unit_res [xfs]();
1) 2.786 us | }
1) | xlog_grant_push_ail [xfs]() {
1) | xlog_space_left [xfs]() {
1) S=SSSSsSsSssSS |
1) | smp_apic_timer_interrupt() {
1) | irg_enter() {

I

1) 0.184 us rcu_irqg_enter();




funcgraph-irgs option

* Enables showing interrupts in function graph tracer
* Default on
 Sometimes they clutter the trace

* echo 0 > options/funcgraph-irgs

vmware




funcgraph-irgs option enabled

# tracer: function_graph

#

# CPU DURATION FUNCTION CALLS
# | | I
1) 3.982 us | }

1) | finish_task_switch() {

1) Sy |

1) | smp_apic_timer_interrupt() {

1) | irg_enter() {

1) 0.114 us | rcu_irqg_enter();

1) | tick_irqg_enter() {

1) 0.083 us | tick_check_oneshot_broadcast_this_cpu();
1) 1.277 us | }

1) | _local_bh_enable() {

1) 0.067 us | __local_bh_enable();

1) 0.885 us | }

1) 4.434 us |

1) 0.090 us | exit_idle();

1) | local_apic_timer_interrupt() {
1) | hrtimer_interrupt() {

1) 0.065 us | _raw_spin_lock();

1) 0.130 us | ktime_get_update_offsets_now();
1) | __hrtimer_run_queues() {

1) 0.358 us | __remove_hrtimer();

1) | tick_sched_timer() {

1) 0.107 us | ktime_get();

1) | tick_sched_do_timer () {




funcgraph-irgs option enabled

1) + 26.917 us
1) + 27.645 us

1) +
1) +

1) +

0.070
0.748
0.070

o

121

.110
. 848
. 086
. 803
073
.167
174
. 830
. 094
.070

oo NoNoNoN SNoNoNo

41.106 us

0.073
0.094
0.093

44,029 us
97.119 us

98.748 us
1) ! 225.374 us

us
us
us

us

us
us
us
us
us
us
us
us
us
us

us
us
us

idle_cpu();
}
__msecs_to_jiffies();
}
}

rcu_process_callbacks() {
note_gp_changes() {
_raw_spin_trylock();
__note_gp_changes() {
rcu_advance_cbs()

}

_raw_spin_unlock_irqrestore();

I4

}

cpu_needs_another_gp();
note_gp_changes();
cpu_needs_another_gp();

}
rcu_bh_qgs();
__local_bh_enable();

}

idle_cpu();
tick_nohz_irq_exit();
rcu_irqg_exit();

}
} /* schedule */
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max_graph_depth

 Usually setto just 1
* Shows where user space enters the kernel
* Made for NO HZ FULL

e strace on steroids (all tasks!)
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max_graph_depth

# echo 1 > max_graph_depth
# cat trace

# tracer: function_graph

#
# CPU DURATION FUNCTION CALLS
# | | I R
1) # 3066.150 us | } /* call_cpuidle */
1) 0.719 us | cpuidle_reflect();
1) 0.417 us | rcu_idle_exit();
1) 0.565 us | arch_cpu_idle_exit();
1) 1.273 us | tick_nohz_idle_exit();
1) 0.103 us | sched_ttwu_pending();
1) | schedule_preempt_disabled() {
1) <idle>-0 => Xorg-948

1) @ 189902.5 us
1) 4.738 us
1) + 13.246 us

} /* SyS_epoll wait */
SyS_setitimer();
SyS_recvmsg();

|

|
1) 7.513 us | SyS_ioctl();
1) 2.519 us | SyS_ioctl();
1) 2.529 us | SyS_ioctl();
1) 1.473 us | SyS_ioctl();
1) 2.706 us | SyS_ioctl();
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max_graph_depth

# echo 0 > tracing_on
# echo 1 > max_graph_depth
# echo function_graph > current_tracer
# sh -c 'echo $$ > set_ftrace_pid; echo 1 > tracing_on;
# cat trace
# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | [ 1
3) 0.508 us mutex_unlock();
3) 0.292 us __ fsnotify_parent();
3) 0.231 us fsnotify();
3) 0.167 us __sb_end_write();
3) 1.638 us SyS_dup2();
3) 3.325 us exit_to_usermode_loop();
3) 0.835 us SyS_close();
3) + 21.778 us do_syscall_64();
3) + 12.394 us do_syscall_64();
3) + 11.289 us do_syscall_64();
3) + 10.945 us do_syscall _64();
3) + 10.028 us do_syscall_64();
3) ! 688.935 us do_syscall 64();
3) + 16.727 us __do_page_fault
t

3) 4.429 us
3) 8.208 us
3) 6.877 us
3) + 10.033 us
3) 8.013 us
3) 0.644 us
3) 4.904 us
3) 4.702 us
3) + 12.393 us
3) 3.459 us

(
__do_page_fault(
__do_page_fault(
__do_page_fault(
__do_page_fault(

__do_page_fault(
SyS_brk();
__do_page_fault
__do_page_fault
__do_page_fault
__do_page_fault

e L L L Y L)
— N

3) 7.670 us __do_page_fault

3) 4.145 us __do_page_fault

3) 9.870 us SyS_access();

3) 7.549 us SyS_mmap();

3) 7.867 us __do_page_fault();
3) 6.820 us SyS_access();

3) + 13.364 us SyS_open();

3) 3.289 us SyS_newfstat();

3) 9.849 us SyS_mmap();

exec echo hello'




Events

Function tracing is very limited

— Only shows enter and exit of functions

— Shows the function and the function that called it
- No parameters

— No exit code

Events located in /sys/kernel/tracing/events/

Events show data similar to a printk()
The Debian 4.9.0-3-amd64 kernel has 1530 trace events defined

— with my modules loaded
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Events - continued

* Broken up by systems
— Interrupts
— scheduling
- timer
- block
— file systems
- system calls
- devices

— various other subsystems
* May enable/disable all events at once
* May enable/disable a set of system specific events at once

* May just enable/disable a single event
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Events

# 1ls events

block filemap jbd2 net sched v41l2
cfg80211 ftrace kmem nfsd scsi vb2
cgroup gpio kvm nmi signal vmscan
clk hda kvmmmu oom skb vsyscall
compaction hda_controller libata page_isolation sock workqueue
cpuhp hda_intel mac80211 pagemap spi writeback
drm header_event mce power sunrpc x86_fpu
enable header_page mei printk swiotlb xen
exceptions huge_memory migrate random syscalls xfs

ext4 i2c mmc ras task xhci-hcd
fence 1915 module raw_syscalls thermal

fib iommu mpXx rcu timer

fib6 irq msr regmap tlb

filelock irg_vectors napi rpm udp

# 1s events/irq

enable irqg_handler_entry softirg_entry softirqg_raise
filter irq_handler_exit softirg_exit

# 1s events/irq/irq_hander_entry

enable filter format id trigger
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Events

Most common subsystems

- sched - for scheduling events

— irq - for interrupts

— timer - for timers set by user and kernel

— exceptions - like page faults

echo 1 > events/sched/enable

Can be used along with any tracer

Use “nop” tracer to just show events
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Events

# echo nop > current_tracer
# echo 1 > events/sched/enable
# echo 1 > events/irq/enable
# echo 1 > events/timer/enable
# cat trace
# tracer: nop
#
# entries-in-buffer/entries-written: 150216/509830 #P:4
#
# - => irgs-off
# / _----=> need-resched
# | / _---=> hardirq/softirq
# || / _--=> preempt-depth
# |1 7/ delay
# TASK-PID CPU# ||| TIMESTAMP FUNCTION
# || | Tl | |
<idle>-0 [001] ..s. 327484.418266: timer_expire entry: timer=ffffaaa2c1913e10 function=process_timeout
now=4376764065
<idle>-0 [601] d.s. 327484.418267: sched_waking: comm=rcu_sched pid=8 prio=120 target_cpu=001
<idle>-0 [001] dNs. 327484.418271: sched wakeup: comm=rcu_sched pid=8 prio=120 target_cpu=001
<idle>-0 [601] .Ns. 327484.418271: timer_expire_exit: timer=ffffaaa2c1913e10
<idle>-0 [001] .Ns. 327484.418273: softirq_exit: vec=1 [action=TIMER]
<idle>-0 [001] .Ns. 327484.418273: softirq _entry: vec=7 [action=SCHED]
<idle>-0 [001] .Ns. 327484.418294: softirq_exit: vec=7 [action=SCHED]
<idle>-0 [601] d... 327484.418299: sched_switch: prev_comm=swapper/1 prev_pid=0 prev_prio=120 prev_state=R
==> next_comm=rcu_sched next_pid=8 next_prio=120
rcu_sched-8 [601] .... 327484.418307: timer_init: timer=ffffaaa2c1913e10
rcu_sched-8 [601] d... 327484.418307: timer_start: timer=ffffaaa2c1913e10 function=process_timeout
expires=4376764066 [timeout=1] cpu=1 idx=0 flags=
rcu_sched-8 [001] d... 327484.418309: sched stat runtime: comm=rcu_sched pid=8 runtime=34723 [ns]
vruntime=242925268368660 [ns]
rcu_sched-8 [601] d... 327484.418330: sched_switch: prev_comm=rcu_sched prev_pid=8 prev_prio=120 prev_state=S
==> next_comm=swapper/1 next_pid=0 next_prio=120
<idle>-0 [601] d... 327484.418334: tick_stop: success=1 dependency=NONE
<idle>-0 [001] d... 327484.418335: hrtimer_cancel: hrtimer=ffff9d768dc94800
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set_event_pid

e Addedinv4.4

* Filter on only a specific task (or thread)
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set_event_pid

H HHHH

o H O H O HEH

echo 0 > tracing_on
echo 1 > events/syscalls/enable
echo 1 > events/exceptions/enable
sh -c 'echo $$ > set_event_pid; echo 1 > tracing_on; exec echo hello'
cat trace
tracer: nop
entries-in-buffer/entries-written: 128/128 #P:4
- => jrqs-off
/ _----=> need-resched
| / _---=> hardirq/softirqg
|| / _--=> preempt-depth
[l 7 delay
TASK-PID CPU# ||| TIMESTAMP FUNCTION
| I I
echo-25556 [001] .... 328256.501048: sys_write -> 0x2
echo-25556 [001] .... 328256.501050: sys_dup2(oldfd: a, newfd: 1)
echo-25556 [001] .... 328256.501051: sys_dup2 -> 0x1
echo-25556 [001] .... 328256.501053: sys_close(fd: a)
echo-25556 [001] .... 328256.501053: sys_close -> 0x0
echo-25556 [001] d... 328256.501226: page_fault_kernel: address=0x55b416b60220 ip=__clear_user error_code=0x2
echo-25556 [001] d... 328256.501242: page_fault_kernel: address=0x7f3f615b7fcO ip=__clear_user error_code=0x2
echo-25556 [001] d... 328256.501253: page_fault_kernel: address=0x7fffd199alc9 ip=copy_user_enhanced_fast_string error_code
echo-25556 [001] d... 328256.501258: page_fault_kernel: address=0x7fffd1999ef0® ip=load_elf_binary error_code=0x2
echo-25556 [001] d... 328256.501273: page_fault_user: address=0x7f3f61393c20 ip=0x7f3f61393c20 error_code=0x14
echo-25556 [001] d... 328256.501279: page_fault_user: address=0x7f3f615b6e70 ip=0x7f3f6139487f error_code=0x4
echo-25556 [001] d... 328256.501281: page_fault_user: address=0x7f3f615b6c60 ip=0x7f3f61394886 error_code=0x7
echo-25556 [001] d... 328256.501285: page_fault_user: address=0x7f3f613af340 ip=0x7f3f61394c60 error_code=0x4
echo-25556 [001] d... 328256.501290: page_fault_user: address=0x7f3f615b8100 ip=0x7f3f613aa743 error_code=0x6
echo-25556 [001] .... 328256.501294: sys_brk(brk: 0)
echo-25556 [001] .... 328256.501295: sys_brk -> 0x55b417e5a000
echo-25556 [001] d... 328256.501297: page_fault_user: address=0x7fffd1998d20 ip=0x7f3f61394f77 error_code=0x6
echo-25556 [001] d... 328256.501300: page_fault_user: address=0x7f3f613b03b2 ip=0x7f3f613ae276 error_code=0x4
echo-25556 [001] d... 328256.501304: page_fault_user: address=0x55b416959040 ip=0x7f3f6139549e error_code=0x4
echo-25556 [001] d... 328256.501310: page_fault_user: address=0x55b416b5fdd8 ip=0x7f3f61395616 error_code=0x4
echo-25556 [001] d... 328256.501312: page_fault_user: address=0x55b416b5febd ip=0x7f3f613956bf error_code=0x7
echo-25556 [001] d... 328256.501316: page_fault_user: address=0x7fffd19ae038 ip=0x7f3f61395827 error_code=0x4
echo-25556 [001] .... 328256.501320: sys_access(filename: 7f3f613b086a, mode: 0)
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Tracing children of a task

* Two trace options

- event-fork - added v4.7
* When enabled, all tasks in set_event_pid have their children added on fork

- function-fork - added v4.12
 When enabled, all tasks in set_ftrace pid have theiri children added on fork
« All functionality was there in v4.7 but | wanted to test with events first
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Tracing children of a task

* Two trace options
- event-fork - added v4.7

* When enabled, all tasks in set_event_pid have their children added on fork

- function-fork - added v4.12
 When enabled, all tasks in set_ftrace pid have theiri children added on fork
« All functionality was there in v4.7 but | wanted to test with events first
 Butl forgot about it after the 4.7 merge window (Doh!)
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Tracing children of a task

* Two trace options
- event-fork - added v4.7

* When enabled, all tasks in set_event_pid have their children added on fork
- function-fork - added v4.12

 When enabled, all tasks in set_ftrace pid have theiri children added on fork
« All functionality was there in v4.7 but | wanted to test with events first
 Butl forgot about it after the 4.7 merge window (Doh!)

 Namhyung Kim sent a simple patch to make functions trace children
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set_event_pid

o H O HHHHHH

HHOHH R HHE

echo 0 > tracing_on
echo 1 > events/syscalls/enable
echo 1 > events/exceptions/enable
echo 1 > options/event-fork
echo $$ > set_event_pid
echo 1 > tracing_on; /bin/echo hello; echo 0 > tracing_on
cat trace
tracer: nop
entries-in-buffer/entries-written: 310/310 #P:4
_----- => jrqgs-off
/ _----=> need-resched
| / _---=> hardirqg/softirq
|| / _--=> preempt-depth
[ 7/ delay
TASK-PID CPU# || ]| TIMESTAMP FUNCTION
|| | Tl I I
bash-25022 [002] .... 340241.280549: sys_write -> 0x2
bash-25022 [002] .... 340241.280557: sys_dup2(oldfd: a, newfd: 1)
bash-25022 [002] .... 340241.280559: sys_dup2 -> 0x1
bash-25022 [002] .... 340241.280565: sys_fcntl(fd: a, cmd: 1, arg: 0)
bash-25022 [002] .... 340241.280565: sys_fcntl -> 0Ox1
bash-25022 [002] .... 340241.280568: sys_close(fd: a)
bash-25022 [002] .... 340241.280569: sys_close -> 0x0
bash-25022 [002] .... 340241.280610: sys_rt_sigprocmask(how: 0, nset: 7ffe3c06bb70, oset: 7ffe3c06bbfO, sigsetsize: 8)
bash-25022 [002] .... 340241.280613: sys_rt_sigprocmask -> 0x0
bash-25022 [002] .... 340241.280615: sys_pipe(fildes: 703e18)
bash-25022 [002] .... 340241.280641: sys_pipe -> 0x0
bash-25022 [002] d... 340241.281171: page_fault_user: address=0x70e98c ip=0x44d5dc error_code=0x7
bash-25022 [002] d... 340241.281190: page_fault_user: address=0x70d540 ip=0x44d450 error_code=0x7
echo-29091 [001] d... 340241.281192: page_fault_kernel: address=0x7f8ea6fb8el® ip=__put_user_4 error_code=0x3
bash-25022 [002] d... 340241.281199: page_fault_user: address=0x7ffe3c06bb48 ip=0x44d45d error_code=0x7
bash-25022 [002] .... 340241.281209: sys_setpgid(pid: 71a3, pgid: 71a3)
bash-25022 [002] .... 340241.281213: sys_setpgid -> Ox0
bash-25022 [002] d... 340241.281217: page_fault_user: address=0x710713 ip=0x4c8f65 error_code=0x7
echo-29091 [001] d... 340241.281220: page_fault_user: address=0x7f8ea66a334b ip=0x7f8ea66a334b error_code=0x14
bash-25022 [002] d... 340241.281225: page_fault_user: address=0x1549580 ip=0x4c8fcd error_code=0x7
bash-25022 [002] d... 340241.281236: page_fault_user: address=0x703el0 ip=0x44d53e error_code=0x7

bash-25022 [002] .... 340241.281245: sys_rt_sigprocmask(how: 2, nset: 7ffe3c06bbf0®, oset: 0, sigsetsize: 8)
echo-29091 [001] d... 340241.281246: page_fault_user: address=0x7f8ea6fb9160 ip=0x7f8ea66a337d error_code=0x7
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set_event_pid

[..

-]

echo-29091
echo-29091
echo-29091
bash-25022
echo-29091
bash-25022
echo-29091
bash-25022
echo-29091
bash-25022
echo-29091
bash-25022
echo-29091
bash-25022
bash-25022
echo-29091
bash-25022
bash-25022
bash-25022
echo-29091
echo-29091
echo-29091
echo-29091
bash-25022
echo-29091
echo-29091
echo-29091
echo-29091
bash-25022
echo-29091
echo-29091
bash-25022
echo-29091
bash-25022
bash-25022
bash-25022
bash-25022
bash-25022
bash-25022
echo-29091
bash-25022
bash-25022

[001]
[001]
[001]
[002]
[001]
[002]
[001]
[002]
[001]
[002]
[001]
[002]
[001]
[002]
[002]
[001]
[002]
[002]
[002]
[001]
[001]
[001]
[001]
[002]
[001]
[001]
[001]
[001]
[002]
[001]
[001]
[002]
[001]
[002]
[002]
[002]
[002]
[002]
[002]
[001]
[002]
[002]

000000 -

340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.
340241.

281320:
281323:
281326:
281333:
281337:
281341:
281344
281350:
281355:
281360:
281360:
281363:
281364
281366:
281368:
281369:
281370:
281371:
281378:
281381:
281384:
281385:
281387:
281388:
281388:
281389:
281392:
281395:
281398:
281399:
281401:
281403:
281403:
281405:
281407:
281408:
281410:
281411:
281413:
281413:
281414:
281415:

sys_getpid()

sys_getpid -> 0x71a3

page_fault_user: address=0x422cd@ ip=0x422cd® error_code=0x14

page_fault_user: address=0x1531208 ip=0x465de7 error_code=0x7

page_fault_user: address=0x70e994 ip=0x44d33e error_code=0x7

page_fault_user: address=0x14e1288 ip=0x465e45 error_code=0x7

page_fault_user: address=0x7f8ea66le2a® ip=0x7f8ea66le2a0® error_code=0x14
page_fault user: address=0x70bdb4 ip=0x43a505 error_code=0x7
sys_rt_sigprocmask(how: 2, nset: 715380, oset: O, sigsetsize: 8)
sys_rt_sigprocmask(how: @, nset: 7ffe3c06bb10, oset: 7ffe3c06bb90, sigsetsize: 8)
sys_rt_sigprocmask -> 0x0

sys_rt_sigprocmask -> 0x0

page_fault_user: address=0x70d540 ip=0x44d367 error_code=0x7
sys_close(fd: 3)

sys_close -> 0x0

page_fault_user: address=0x464da® ip=0x464da@ error_code=0x14
sys_close(fd: 4)

sys_close -> 0x0

page_fault_user: address=0xl14caf64 ip=0x4626f2 error_code=0x7
sys_rt_sigaction(sig: 14, act: 7ffe3c06b890, oact: 7ffe3c06b930,
sys_rt_sigaction -> 0x0

sys_rt_sigaction(sig: 15, act: 7ffe3c06b890, oact: 7ffe3c06b930,
sys_rt_sigaction -> 0x0

page_fault_user: address=0x1547000 ip=0x4c8fcd error_code=0x7
sys_rt_sigaction(sig: 16, act: 7ffe3c06b8a0d, oact: 7ffe3c06b940,
sys_rt_sigaction -> 0x0

sys_setpgid(pid: 71a3, pgid: 71a3)

sys_setpgid -> Ox0

sys_ioctl(fd: ff, cmd: 540f, arg: 7ffe3c06bacc)
sys_rt_sigprocmask(how: 0, nset: 7ffe3c06ba20,
sys_rt_sigprocmask -> 0x0

sys_ioctl -> 0x0

page_fault_user: address=0x7f8ea66ch650 ip=0x7f8ea66ch650 error_code=0x14
sys_rt_sigprocmask(how: 0, nset: 7ffe3c06b9b0, oset: 7ffe3c06ba30, sigsetsize: 8)
sys_rt_sigprocmask -> 0x0

sys_ioctl(fd: ff, cmd: 5410, arg: 7ffe3c06b99c)

sys_ioctl -> 0x0

sys_rt_sigprocmask(how: 2, nset: 7ffe3c06ba30, oset: 0, sigsetsize: 8)
sys_rt_sigprocmask -> 0x0

sys_ioctl(fd: ff, cmd: 5410, arg: 7ffe3c06babc)
sys_rt_sigprocmask(how: 2, nset: 7ffe3c06bb9o,
sys_rt_sigprocmask -> 0Ox0

sigsetsize: 8)

sigsetsize: 8)

sigsetsize: 8)

oset: 7ffe3cO6baa®, sigsetsize: 8)

oset: 0, sigsetsize: 8)
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set_event_pid with event-fork on current shell

# echo $$ > set_ftrace_pid
# cat set_ftrace_pid

25022

# echo 1 > options/event-fork
# cat set_ftrace_pid

25022
29202

# cat set_ftrace_pid

25022
29206

# cat set_ftrace_pid

25022
29209

# cat set_ftrace_pid

25022
29212
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Introducing trace-cmd

Can do most everything that can be done via tracefs

— as root only

e No need to know about tracefs

- It will mount it for you if not done already (remember, you are root)
» git://git.kernel.org/pub/scm/linux/kernel/git/rostedt/trace-cmd.git
* make; make doc

* sudo make install; sudo make install_doc
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The trace file

# cat trace
tracer: nop
entries-in-buffer/entries-written: 0/0 #P:4

#

#

#

#

# o eee => 1irqgs-off

# / _----=> need-resched

# / _---=> hardirqg/softirq
# / _--=> preempt-depth

# | / delay

# | | TIMESTAMP FUNCTION
# |

TASK-PID  CPU#
| |
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The trace file

# trace-cmd show
tracer: nop
entries-in-buffer/entries-written: 0/0 #P:4

#

#

#

#

# o eee => 1irqgs-off

# / _----=> need-resched

# / _---=> hardirqg/softirq
# / _--=> preempt-depth

# | / delay

# | | TIMESTAMP FUNCTION
# |

TASK-PID  CPU#
| |
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The tracers

My custom kernel

# cat available tracers

hwlat blk mmiotrace function_graph wakeup_dl wakeup_rt wakeup
function nop

Debian 4.9.0-3-amd64 kernel

# cat avalilable tracers

blk mmiotrace function_graph function nop
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The tracers

My custom kernel

# trace-cmd list -p

hwlat blk mmiotrace function_graph wakeup_dl wakeup_rt wakeup
function nop

Debian 4.9.0-3-amd64 kernel

# trace-cmd list -p

blk mmiotrace function_graph function nop
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The Function Tracer

# echo function > current tracer
# cat trace

# tracer: function

#

# entries-in-buffer/entries-written: 205061/4300296 #P:4

#

# - => irgs-off

# / _----=> need-resched

# | / _---=> hardirq/softirq

# || /7 _--=> preempt-depth

# [ 1] / delay

# TASK-PID CPU# |]|]| TIMESTAMP FUNCTION

# | | 11 I I
Timer-11765 [002] d... 1193197.836818: irg_enter <-smp_apic_timer_interrupt
Timer-11765 [002] d... 1193197.836818: rcu_irg_enter <-irq_enter
Timer-11765 [002] d.h. 1193197.836818: local_apic_timer_interrupt <-smp_apic_timer_interrup
Timer-11765 [002] d.h. 1193197.836819: hrtimer_interrupt <-smp_apic_timer_interrupt
Timer-11765 [002] d.h. 1193197.836819: _raw_spin_lock <-hrtimer_interrupt
Timer-11765 [002] d.h. 1193197.836819: ktime_get_update_offsets_now <-hrtimer_interrupt
Timer-11765 [002] d.h. 1193197.836819: _ hrtimer_run_queues <-hrtimer_interrupt
Timer-11765 [002] d.h. 1193197.836820: _ remove_hrtimer <-__hrtimer_run_queues
Timer-11765 [002] d.h. 1193197.836820: tick_sched_timer <-__ _hrtimer_run_queues
Timer-11765 [002] d.h. 1193197.836820: ktime_get <-tick_sched_timer
Timer-11765 [002] d.h. 1193197.836820: tick_sched_do_timer <-tick_sched_timer
Timer-11765 [002] d.h. 1193197.836821: tick_do_update_jiffies64.part.12 <-tick_sched_timer
Timer-11765 [002] d.h. 1193197.836821: _raw_spin_lock <-tick_do_update_jiffies64.part.12
Timer-11765 [002] d.h. 1193197.836821: do_timer <-tick_do_update_jiffies64.part.12"
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The Function Tracer

# trace-cmd start -p function
# trace-cmd show

# tracer: function

#

# entries-in-buffer/entries-written: 205061/4300296 #P:4

#

# - => irgs-off

# / _----=> need-resched

# | / _---=> hardirq/softirq

# || /7 _--=> preempt-depth

# [ 1] / delay

# TASK-PID CPU# |]|]| TIMESTAMP FUNCTION

# | | 11 I I
Timer-11765 [002] d... 1193197.836818: irg_enter <-smp_apic_timer_interrupt
Timer-11765 [002] d... 1193197.836818: rcu_irg_enter <-irq_enter
Timer-11765 [002] d.h. 1193197.836818: local_apic_timer_interrupt <-smp_apic_timer_interrup
Timer-11765 [002] d.h. 1193197.836819: hrtimer_interrupt <-smp_apic_timer_interrupt
Timer-11765 [002] d.h. 1193197.836819: _raw_spin_lock <-hrtimer_interrupt
Timer-11765 [002] d.h. 1193197.836819: ktime_get_update_offsets_now <-hrtimer_interrupt
Timer-11765 [002] d.h. 1193197.836819: _ hrtimer_run_queues <-hrtimer_interrupt
Timer-11765 [002] d.h. 1193197.836820: _ remove_hrtimer <-__hrtimer_run_queues
Timer-11765 [002] d.h. 1193197.836820: tick_sched_timer <-__ _hrtimer_run_queues
Timer-11765 [002] d.h. 1193197.836820: ktime_get <-tick_sched_timer
Timer-11765 [002] d.h. 1193197.836820: tick_sched_do_timer <-tick_sched_timer
Timer-11765 [002] d.h. 1193197.836821: tick_do_update_jiffies64.part.12 <-tick_sched_timer
Timer-11765 [002] d.h. 1193197.836821: _raw_spin_lock <-tick_do_update_jiffies64.part.12
Timer-11765 [002] d.h. 1193197.836821: do_timer <-tick_do_update_jiffies64.part.12"
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The Function Graph Tracer

# echo function_graph > current_tracer
# cat trace

# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | I
3) 8.183 us } /* ep_scan_ready_list.constprop.12 */
3) ! 273.670 us } /* ep_poll */
3) 0.074 us fput();
3) ! 276.267 us } /* SyS_epoll wait */
3) ! 278.559 us } /* do_syscall 64 */

I
|
I
|
3) | do_syscall 64() {
3) | syscall_trace_enter() {
3) | __secure_computing() {
3) | __seccomp_filter() {
3) 0.824 us | __bpf_prog_run();
3) 1.700 us | }
3) 2.434 us | }
3) 3.292 us | }
3) | SyS_read() {
3) | __fdget_pos() {
3) | _ _fget_light() {
3) 0.201 us | __fget();
3) 1.005 us | }
3) 1.753 us | }
3) | vfs_read() {
3) | rw_verify_area() {
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The Function Graph Tracer

# trace-cmd start -p function_graph
# trace-cmd show

# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | I
3) 8.183 us } /* ep_scan_ready_list.constprop.12 */
3) ! 273.670 us } /* ep_poll */
3) 0.074 us fput();
3) ! 276.267 us } /* SyS_epoll wait */
3) ! 278.559 us } /* do_syscall 64 */

I
|
I
|
3) | do_syscall 64() {
3) | syscall_trace_enter() {
3) | __secure_computing() {
3) | __seccomp_filter() {
3) 0.824 us | __bpf_prog_run();
3) 1.700 us | }
3) 2.434 us | }
3) 3.292 us | }
3) | SyS_read() {
3) | __fdget_pos() {
3) | _ _fget_light() {
3) 0.201 us | __fget();
3) 1.005 us | }
3) 1.753 us | }
3) | vfs_read() {
3) | rw_verify_area() {
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What functions are available for the filter?

# cat available filter functions

run_init_process
try_to_run_init_process
initcall_blacklisted
do_one_initcall
match_dev_by_uuid
name_to_dev_t
rootfs_mount
rootfs_mount
calibration_delay_done
calibrate_delay
exit_to_usermode_loop
syscall_trace_enter
syscall_slow_exit_work
do_syscall_64
do_int80_syscall_ 32
do_fast_syscall_32
vgetcpu_cpu_init
vvar_fault

vdso_fault

map_vdso
map_vdso_randomized
vgetcpu_online
vdso_mremap
map_vdso_once
arch_setup_additional_pages
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What functions are available for the filter?

# trace-cmd list -f

run_init_process
try_to_run_init_process
initcall_blacklisted
do_one_initcall
match_dev_by_uuid
name_to_dev_t
rootfs_mount
rootfs_mount
calibration_delay_done
calibrate_delay
exit_to_usermode_loop
syscall_trace_enter
syscall_slow_exit_work
do_syscall_64
do_int80_syscall_ 32
do_fast_syscall_32
vgetcpu_cpu_init
vvar_fault

vdso_fault

map_vdso
map_vdso_randomized
vgetcpu_online
vdso_mremap
map_vdso_once
arch_setup_additional_pages
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set_ftrace filter

# echo schedule > set ftrace filter

# echo function > current tracer

# cat trace

#
#
#
#
#
#
#
#
#
#
#

function

TASK-PID

<idle>-0

irq/30-iwlwifi-399

<idle>-0

http-26069

<idle>-0

bash-2605

<idle>-0

<...>-26630

<idle>-0

hp-systray-2469
gnome-terminal- -2485

<idle>-0

rcu_sched-7

<idle>-0

entries-in-buffer/entries-written:

CPU#

[001]
[001]
[003]
[003]
[000]
[002]
[003]
[000]
[001]
[003]
[001]
[003]
[003]
[002]

. 18377.
..., 18377.
.N.. 18377.
..., 18377.
.N.. 18377.
..., 18377.
.N.. 18377.
..., 18377.
.N.. 18377.

.. 18377.
.... 18377.
.N.. 18377.
... 18377.
.N.. 18377.

43340/43340

irgs-off

#P:4

need-resched
hardirqg/softirq
preempt-depth

| delay
[ TIMESTAMP
| ]

251971:
251996:
251997:
252079:
252175:
252178:
252184:
252185:
252186:
252220:
252246:
253933:
253938:
255098:

FUNCTION
I
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule
schedule

<-schedule_preempt_disabled
<-irg_thread
<-schedule_preempt_disabled
<-schedule_hrtimeout_range_clock
<-schedule_preempt_disabled
<-schedule_hrtimeout_range_clock
<-schedule_preempt_disabled
<-worker_thread
<-schedule_preempt_disabled
<-schedule_hrtimeout_range_clock
<-schedule_hrtimeout_range_clock
<-schedule_preempt_disabled
<-rcu_gp_kthread
<-schedule_preempt_disabled
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set_ftrace filter

# trace-cmd start -p function -1 schedule
# trace-cmd show

# tracer: function
#
# entries-in-buffer/entries-written: 43340/43340 #P:4
#
# === => irqgs-off
# / _----=> need-resched
# | / _---=> hardirq/softirq
# || / _--=> preempt-depth
# [1] 7/ delay
# TASK-PID CPU# ||| TIMESTAMP FUNCTION
# || | 111 I I
<idle>-0 [601] .N.. 18377.251971: schedule <-schedule_preempt_disabled
irq/30-iwlwifi-399 [601] .... 18377.251996: schedule <-irqg_thread
<idle>-0 [603] .N.. 18377.251997: schedule <-schedule_preempt_disabled
http-26069 [003] .... 18377.252079: schedule <-schedule_hrtimeout_range_clock
<idle>-0 [600] .N.. 18377.252175: schedule <-schedule_preempt_disabled
bash-2605 [002] .... 18377.252178: schedule <-schedule_hrtimeout_range_clock
<idle>-0 [6063] .N.. 18377.252184: schedule <-schedule_preempt_disabled
<...>-26630 [000] .... 18377.252185: schedule <-worker_thread
<idle>-0 [601] .N.. 18377.252186: schedule <-schedule_preempt_disabled
hp-systray-2469 [003] .... 18377.252220: schedule <-schedule_hrtimeout_range_clock
gnome-terminal--2485 [001] .... 18377.252246: schedule <-schedule_hrtimeout_range_clock
<idle>-0 [6063] .N.. 18377.253933: schedule <-schedule_preempt_disabled
rcu_sched-7 [603] .... 18377.253938: schedule <-rcu_gp_kthread
<idle>-0 [602] .N.. 18377.255098: schedule <-schedule_preempt_disabled
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set_ftrace_ pid

# echo 0 > tracing_on

# echo function > current_tracer

# sh -c 'echo $$ > set_ftrace_pi

> exec echo hello'

# cat trace

# tracer: function

#

# entries-in-buffer/entries-written: 16309/16309

#

# === => irqgs-off

# / _----=> need-res

# | / _---=> hardirq/

# || / _--=> preempt-

# [1] 7/ delay

# TASK-PID CPU# ||]| TIMESTAMP

# || | 1] I
echo-26916 [000] .... 18924.157145:
echo-26916 [000] .. 18924.157147:
echo-26916 [000] .. 18924.157148:
echo-26916 [000] .... 18924.,157148:
echo-26916 [000] .. 18924.157153:
echo-26916 [000] .. 18924.157154:
echo-26916 [000] .. 18924.157154:
echo-26916 [000] .. 18924.157155:
echo-26916 [000] .. 18924.157155:
echo-26916 [000] .. 18924.157156:
echo-26916 [000] .. 18924.157156:
echo-26916 [000] .. 18924.157156:
echo-26916 [000] .. 18924.157157:
echo-26916 [000] . 18924.157157:

d; echo 1 > tracing_on;

#P:4

ched
softirg
depth

FUNCTION
I

mutex_unlock <-rb_simple_write

__fsnotify_parent <-vfs_write

fsnotify <-vfs_write

__sb_end write <-vfs_ write

SyS_dup2 <-system_call_fast_compare_end
raw_spin_lock <-SyS_dup2

Expand_files <-SyS_dup2

do_dup2 <-SyS_dup2

filp_close <-do_dup2
dnotify_flush <-filp_close
locks_remove_posix <-filp_close
fput <-filp_close

task_work_add <-fput
kick_process <-task_work_add
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set_ftrace_ pid

# cd ~ # can not run in tracefs
# trace-cmd

# trace-cmd report

CPU 1 is empty

CPU 3 is empty

cpus=4

function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:
function:

echo-10812 [002] 423977.320588:
echo-10812 [002] 423977.320590:
echo-10812 [002] 423977.320590:
echo-10812 [002] 423977.320590:
echo-10812 [002] 423977.320590:
echo-10812 [002] 423977.320591:
echo-10812 [002] 423977.320591:
echo-10812 [002] 423977.320591:
echo-10812 [002] 423977.320591:
echo-10812 [002] 423977.320591:
echo-10812 [002] 423977.320591:
echo-10812 [002] 423977.320591:
echo-10812 [002] 423977.320592:
echo-10812 [002] 423977.320592:
echo-10812 [002] 423977.320592:
echo-10812 [002] 423977.320593:
echo-10812 [002] 423977.320593:
echo-10812 [002] 423977.320593:
echo-10812 [002] 423977.320593:
echo-10812 [002] 423977.320593:
echo-10812 [002] 423977.320593:
echo-10812 [002] 423977.320593:
echo-10812 [002] 423977.320593:
echo-10812 [002] 423977.320593:
echo-10812 [002] 423977.320594:
echo-10812 [002] 423977.320594:
echo-10812 [002] 423977.320594:
echo-10812 [002] 423977.320594:
echo-10812 [002] 423977.320594:
echo-10812 [002] 423977.320594:
echo-10812 [002] 423977.320594:
echo-10812 [002] 423977.320594:
echo-10812 [002] 423977.320595:
echo-10812 [002] 423977.320595:
echo-10812 [002] 423977.320595:

record -p function -F echo hello

mutex_unlock <-- rb_simple_write

__wake_up <-- rb_wake_up_waiters
_raw_spin_lock_irgsave <-- __wake_up
__wake_up_common <-- __ wake_up

_raw_spin_unlock_irqrestore <-- rb_wake_up_waiters

__wake_up <-- irq_work_run_list

_raw_spin_lock_irgsave <-- __wake_up
__wake_up_common <-- __ wake_up
autoremove_wake_function <-- __ wake_up_common

default_wake_function <-- autoremove_wake_function
try_to_wake_up <-- autoremove_wake_function
_raw_spin_lock_irgsave <-- try_to_wake_up
select_task_rq_fair <-- try_to_wake_up
effective_load.isra.43 <-- select_task_rq_fair
effective_load.isra.43 <-- select_task_rg_fair
select_idle_sibling <-- try_to_wake_up
idle_cpu <-- select_idle_sibling
_raw_spin_lock <-- try_to_wake_up
ttwu_do_activate <-- try_to_wake_up
activate_task <-- ttwu_do_activate
update_rqg_clock <-- activate_task
enqueue_task_fair <-- ttwu_do_activate
enqueue_entity <-- enqueue_task_fair
update_curr <-- enqueue_entity
__compute_runnable_contrib <-- update_load_avg
__compute_runnable_contrib <-- update_load_avg
update_cfs_shares <-- enqueue_entity
account_entity enqueue <-- enqueue_entity
place_entity <-- enqueue_entity
__enqueue_entity <-- enqueue_entity
enqueue_entity <-- enqueue_task_fair
update_curr <-- enqueue_entity
__compute_runnable_contrib <-- update_load_avg
__compute_runnable_contrib <-- update_load_avg
update_cfs_shares <-- enqueue_entity
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set_graph_function

# echo SyS_read > set_graph_function
# echo function_graph > current_tracer
# cat trace

# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | I
2) + 12.716 us } /* vfs_read */
2) + 14.387 us } /* SyS_read */
2) SyS_read() {
2) __fdget_pos() {
2) 0.043 us _ fget_light();
2) 0.439 us }

2) 0.042 us
2) 0.509 us

_cond_resched();

I
I
I
I
|
2) | vfs_read() {
2) | rw_verify_area() {
2) | security_file_permission() {
2) 0.037 us | __fsnotify_parent();
2) 0.064 us | fsnotify();
2) 0.724 us | }
2) 1.023 us | }
2) | _ vfs_read() {
2) | new_sync_read() {
2) | xfs_file_read_iter [xfs]() {
2) | xfs_file_buffered_aio_read [xfs]() {
2) | xfs_ilock [xfs]() {
2) | down_read() {
I
I

}
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set_graph_function

# trace-cmd -p function_graph -g SyS_read
# trace-cmd show

# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | I
2) + 12.716 us } /* vfs_read */
2) + 14.387 us } /* SyS_read */
2) SyS_read() {
2) __fdget_pos() {
2) 0.043 us _ fget_light();
2) 0.439 us }

2) 0.042 us
2) 0.509 us

_cond_resched();

I
I
I
I
|
2) | vfs_read() {
2) | rw_verify_area() {
2) | security_file_permission() {
2) 0.037 us | __fsnotify_parent();
2) 0.064 us | fsnotify();
2) 0.724 us | }
2) 1.023 us | }
2) | _ vfs_read() {
2) | new_sync_read() {
2) | xfs_file_read_iter [xfs]() {
2) | xfs_file_buffered_aio_read [xfs]() {
2) | xfs_ilock [xfs]() {
2) | down_read() {
I
I

}
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set_graph_function - filtering

# echo cond resched > set ftrace notrace
# cat trace

# tracer: function_graph

#
# CPU DURATION FUNCTION CALLS
# | | I
[..]
1) | xfs_vn_update_time [xfs]() {
1) | xfs_trans_alloc [xfs]() {
1) 0.044 us | __Sb_start_write();
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.029 us | memcg_kmem_put_cache();
1) 0.375 us | }
1) 0.630 us | }
1) | xfs_trans_reserve [xfs]() {
1) | xfs_log_reserve [xfs]() {
1) | xlog_ticket_alloc [xfs]() {
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.029 us | memcg_kmem_put_cache();
1) 0.330 us | }
1) 0.573 us |
1) 0.037 us | xfs_log_calc_unit_res [xfs]();
1) 1.068 us | }
1) | xlog_grant_push_ail [xfs]() {
1) 0.030 us | xlog_space_left [xfs]();
1) 0.269 us | }
1) | xlog_grant_head_check [xfs]() {
I

1) 0.030 us xlog_space_left [xfs]();
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set_graph_function - filtering

# trace-cmd start -p nop -n _cond_resched
# trace-cmd start -p function_graph -g SyS_read
# trace-cmd show

# tracer: function_graph

#
# CPU DURATION FUNCTION CALLS
# | | I
[..]
1) | xfs_vn_update_time [xfs]() {
1) | xfs_trans_alloc [xfs]() {
1) 0.044 us | __sb_start_write();
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.029 us | memcg_kmem_put_cache();
1) 0.375 us | }
1) 0.630 us | }
1) | xfs_trans_reserve [xfs]() {
1) | xfs_log_reserve [xfs]() {
1) | xlog_ticket_alloc [xfs]() {
1) | kmem_zone_alloc [xfs]() {
1) | kmem_cache_alloc() {
1) 0.029 us | memcg_kmem_put_cache();
1) 0.330 us | }
1) 0.573 us | }
1) 0.037 us | xfs_log_calc_unit_res [xfs]();
1) 1.068 us | }
1) | xlog_grant_push_ail [xfs]() {
1) 0.030 us | xlog_space_left [xfs]();
1) 0.269 us | }
1) | xlog_grant_head_check [xfs]() {
I

1) 0.030 us xlog_space_left [xfs]();
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set_graph_notrace - filtering

# echo xfs_trans_alloc > set_graph_notrace
# cat trace

# tracer: function_graph

#

# CPU DURATION FUNCTION CALLS

# | | I

[..]

0) xfs_vn_update_time [xfs]() {
0) xfs_ilock [xfs]() {

0) 0.170 us
0) 0.892 us

down_write();

}

|
I
|
0) | xfs_trans_ijoin [xfs]() {
0) | xfs_trans_add_item [xfs]() {
0) | kmem_zone_alloc [xfs]() {
0) | kmem_cache_alloc() {
0) 0.137 us | memcg_kmem_put_cache();
®) 1.247 us | }
0) 1.945 us | }
®) 2.619 us | }
0) 3.340 us | }
0) 0.128 us | xfs_trans_log_inode [xfs]();
0) | xfs_trans_commit [xfs]() {
0) | _ xfs_trans_commit [xfs]() {
0) 0.190 us | xfs_trans_apply_dquot_deltas [xfs]();
0) | xfs_log _commit_cil [xfs]() {
0) | xfs_inode_item_size [xfs]() {

vmware




set_graph_notrace - filtering

# trace-cmd start -p function_graph -n xfs_trans_alloc
# trace-cmd show

# tracer: function_graph

#

# CPU DURATION FUNCTION CALLS

# | | I

[..]

0) xfs_vn_update_time [xfs]() {
0) xfs_ilock [xfs]() {

0) 0.170 us
0) 0.892 us

down_write();

}

|
I
|
0) | xfs_trans_ijoin [xfs]() {
0) | xfs_trans_add_item [xfs]() {
0) | kmem_zone_alloc [xfs]() {
0) | kmem_cache_alloc() {
0) 0.137 us | memcg_kmem_put_cache();
®) 1.247 us | }
0) 1.945 us | }
®) 2.619 us | }
0) 3.340 us | }
0) 0.128 us | xfs_trans_log_inode [xfs]();
0) | xfs_trans_commit [xfs]() {
0) | _ xfs_trans_commit [xfs]() {
0) 0.190 us | xfs_trans_apply_dquot_deltas [xfs]();
0) | xfs_log _commit_cil [xfs]() {
0) | xfs_inode_item_size [xfs]() {
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func_stack trace option

# echo nop > current_tracer
# echo schedule > set_ftrace_filter
# cat set_ftrace_filter
schedule
# echo 1 > options/func_stack_trace
# echo function > current_tracer
# sleep 1
# echo 0 > tracing_on
# echo 0 > options/func_stack_ trace
# cat trace
# tracer: function
#
# entries-in-buffer/entries-written: 88757/126558 #P:4
#
# _----- => irqgs-off
# / _----=> need-resched
# | / _---=> hardirq/softirq
# || / _--=> preempt-depth
# [1] 7/ delay
# TASK-PID CPU# ||]| TIMESTAMP FUNCTION
# || | Tl I I
chrome-3191 [001] .... 93245.162294: schedule <-futex_wait_queue_me
chrome-3191 [001] .... 93245.162302: <stack trace>
=> futex_wait
=> hrtimer_wakeup
=> do_futex
=> __ seccomp_filter

=> SyS_futex
=> do_syscall_64
=> return_from_SYSCALL_64




func_stack trace option

# trace-cmd start -p function -1 schedule --func-stack
# trace-cmd show

# tracer: function

#

# entries-in-buffer/entries-written: 88757/126558 #P:4

#

# - => irqgs-off

# / _----=> need-resched

# | / _---=> hardirq/softirq

# || / _--=> preempt-depth

# [ 7 delay

# TASK-PID CPU# ||| TIMESTAMP FUNCTION

# || | 11 I I
chrome-3191 [001] .... 93245.162294: schedule <-futex_wait_queue_me
chrome-3191 [001] .... 93245.162302: <stack trace>

=> futex_wait

=> hrtimer_wakeup

=> do_futex

=> _ seccomp_filter

=> SyS_futex

=> do_syscall_64

=> return_from_SYSCALL_64
[..]

# trace-cmd start -p nop
# cat /sys/kernel/debug/tracing/options/func_stack_trace

0
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sym-offset option

# echo 1 > options/sym-offset
# cat trace

# tracer: function

#

# entries-in-buffer/entries-written: 88757/126558 #P:4

#

# _----- => irqgs-off

# / _----=> need-resched

# | / _---=> hardirq/softirq

# || / _--=> preempt-depth

# [ 7 delay

# TASK-PID CPU# ||]| TIMESTAMP FUNCTION

# || I [1]] I I
chrome-3191 [001] .... 93245.162294: schedule+0x0/0x80 <-futex_wait_queue_me+0Oxcl/0x120
chrome-3191 [001] .... 93245.162302: <stack trace>

=> futex_wait+0Oxf6/0x250

=> hrtimer_wakeup+0x0/0x30

=> do_futex+0x2ea/0xb0o0o

=> _ seccomp_filter+0x6e/0x270

=> SyS_futex+Ox7f/0x160

=> do_syscall 64+0x7c/0xf0O

=> return_from_SYSCALL_64+0x0/0x6a
<idle>-0 [601] .N.. 93245
<idle>-0 [601] .N.. 93245

=> schedule+0x5/0x80

=> schedule_preempt_disabled+0xa/0x10

=> cpu_startup_entry+0x1b1/0x240

=> start_secondary+0x14d/0x190
chrome-3191 [001] .... 93245

177978
.177985:

.178029:

schedule+0x0/0x80 <-schedule_preempt_disabled+0xa/0x10
<stack trace>

schedule+0x0/0x80 <-futex_wait_queue_me+0Oxcl/0x120
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sym-offset option

# trace-cmd start -p function -1 schedule --func-stack -0 sym-offset
# trace-cmd show

# tracer: function

#

# entries-in-buffer/entries-written: 88757/126558 #P:4

#

# _----- => irqgs-off

# / _----=> need-resched

# | / _---=> hardirq/softirq

# || / _--=> preempt-depth

# [ 7 delay

# TASK-PID CPU# ||]| TIMESTAMP FUNCTION

# || I [1]] I I
chrome-3191 [001] .... 93245.162294: schedule+0x0/0x80 <-futex_wait_queue_me+0Oxcl/0x120
chrome-3191 [001] .... 93245.162302: <stack trace>

=> futex_wait+0Oxf6/0x250

=> hrtimer_wakeup+0x0/0x30

=> do_futex+0x2ea/0xb0o0o

=> _ seccomp_filter+0x6e/0x270

=> SyS_futex+Ox7f/0x160

=> do_syscall 64+0x7c/0xf0O

=> return_from_SYSCALL_64+0x0/0x6a
<idle>-0 [601] .N.. 93245.177978: schedule+0x0/0x80 <-schedule_preempt_disabled+0xa/0x10
<idle>-0 [601] .N.. 93245.177985: <stack trace>

=> schedule+0x5/0x80

=> schedule_preempt_disabled+0xa/0x10

=> cpu_startup_entry+0x1b1/0x240

=> start_secondary+0x14d/0x190
chrome-3191 [001] .... 93245.178029: schedule+0x0/0x80 <-futex_wait_queue_me+0Oxc1l/0x120
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sym-addr option

# echo 1 > options/sym-addr
# cat trace

#
#
#
#
#
#
#
#
#
#
#

tracer: function

entries-in-buffer/entries-written: 88757/126558 #P:4

----- => irqgs-off
/ _----=> need-resched
/ _---=> hardirg/softirq
/ _--=> preempt-depth
| / delay
TASK-PID CPU# [ ] TIMESTAMP FUNCTION
|| I | ] I I
chrome-3191 [001] .... 93245.162294: schedule+0x0/0x80 <ffffffffbd801a70> <-futex_wait_queu
chrome-3191 [001] .... 93245.162302: <stack trace>
futex_wait+0xf6/0x250 <ffffffffbd2f6536>
hrtimer_wakeup+0x0/0x30 <ffffffffbd2e5c50>
do_futex+0x2ea/Oxb00 <ffffffffbd2f833a>

__seccomp_filter+0x6e/0x270 <ffffffffbd32661e>

SyS_futex+0x7f/0x160 <ffffffffbd2f8bcf>

do_syscall 64+0x7c/0xfO <ffffffffbd203blic>

return_from_SYSCALL_64+0x0/0x6a <ffffffffbd80632f>
<idle>-0 [601] .N.. 93245.177978: schedule+0x0/0x80 <ffffffffbd801a70> <-schedule_preemp
<idle>-0 [601] .N.. 93245.177985: <stack trace>

schedule+0x5/0x80 <ffffffffbd801a75>

schedule_preempt_disabled+0xa/0x10 <ffffffffbd801d3a>

cpu_startup_entry+0x1b1/0x240 <ffffffffbd2b9551>

start_secondary+0x14d/0x190 <ffffffffbd24801d>
chrome-3191 [001] .... 93245.178029: schedule+0x0/0x80 <ffffffffbd801a70> <-futex_wait_queu
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sym-addr option

# trace-cmd start -p function -1 schedule --func-stack -0 sym-offset \
-0 sym-addr
# trace-cmd show

# tracer: function

#

# entries-in-buffer/entries-written: 88757/126558 #P:4

#

# _----- => jrqs-off

# / _----=> need-resched

# | /7 _---=> hardirq/softirq

# || / _--=> preempt-depth

# [1] 7/ delay

# TASK-PID CPU# ||| TIMESTAMP FUNCTION

# || | Il I I
chrome-3191 [001] .... 93245.162294: schedule+0x0/0x80 <ffffffffbd801a70> <-futex_wait_queu
chrome-3191 [001] .... 93245.162302: <stack trace>

=> futex_wait+0Oxf6/0x250 <ffffffffbd2f6536>

=> hrtimer_wakeup+0x0/0x30 <ffffffffbd2e5c50>

=> do_futex+0x2ea/0xbe0 <ffffffffbd2f833a>

=> _ seccomp_filter+0x6e/0x270 <ffffffffbd32661e>

=> SyS_futex+0x7f/0x160 <ffffffffbd2f8bcf>

=> do_syscall_64+0x7c/0xf0 <ffffffffbd203blc>

=> return_from_SYSCALL_64+0x0/0x6a <ffffffffbd8o632f>

<idle>-0 [601] .N.. 93245.177978: schedule+0x0/0x80 <ffffffffbd801a70> <-schedule_preemp

<idle>-0 [601] .N.. 93245.177985: <stack trace>
=> schedule+0x5/0x80 <ffffffffbd801a75>
=> schedule_preempt_disabled+0xa/0x10 <ffffffffbd801d3a>
=> cpu_startup_entry+0x1b1/0x240 <ffffffffbd2b9551>
=> start_secondary+0x14d/0x190 <ffffffffbd24801d>

chrome-3191 [001] .... 93245.178029: schedule+0x0/0x80 <ffffffffbd801a70> <-futex_wait_queu
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trace_options file

# cat trace_options | grep sym

sym-offset
sym-addr
nosym-userobj

# echo nosym-offset > trace_options
# cat trace_options |grep sym

nosym-offset
sym-addr
nosym-userobj

# echo sym-usrobj > trace_options
# cat trace_options |grep sym

nosym-offset
sym-addr
sym-userobj
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trace_options file

# trace-cmd list -0 | grep sym

sym-offset
sym-addr
nosym-userobj

# trace-cmd start -p nop -0 nosym-offset
# trace-cmd list -o |grep sym

nosym-offset
sym-addr
nosym-userobj

# trace-cmd start -p nop -0 sym-usrobj
# trace-cmd list -0 |grep sym

nosym-offset
sym-addr
sym-userobj
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Filter specific modules

# 1smod | grep iwldvm

iwldvm 139264 0O

mac80211 671744 1 iwldvm

iwlwifi 147456 1 iwldvm

cfg80211 589824 3 iwlwifi,mac860211,iwldvm

# echo :mod:mac80211 > set ftrace filter
# cat set _ftrace filter

ieee80211_restart_hw [mac80211]
ieee80211 alloc_hw_nm [mac80211]
ieee80211_ tasklet_handler [mac80211]
ieee80211_restart_work [mac80211]
ieee80211_unregister_hw [mac80211]
ieee80211_free_hw [mac80211]
ieee80211_ free_ack_frame [mac80211]
ieee80211_ifa6_changed [mac80211]
ieee80211 register_hw [mac80211]
ieee80211_ifa_changed [mac80211]
ieee80211 configure_filter [mac80211]
ieee80211_reconfig_filter [mac80211]
ieee80211 _hw_config [mac80211]
ieee80211_bss_info_change_notify [mac80211]
ieee80211_reset_erp_info [mac80211]
ieee80211_report_low_ack [mac80211]
ieee80211_ report_used_skb [mac80211]
ieee80211_free_txskb [mac80211]
ieee80211_tx_status_irgsafe [mac80211]
ieee80211_ lost_packet [mac80211]
ieee80211_tx_status_noskb [mac80211]

[..]
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Filter specific modules

# 1smod | grep iwldvm

iwldvm 139264 0O

mac80211 671744 1 iwldvm

iwlwifi 147456 1 iwldvm

cfg80211 589824 3 iwlwifi,mac860211,iwldvm

# trace-cmd start -p nop -1 ‘:mod:mac860211’
# trace-cmd show --ftrace_filter

ieee80211_restart_hw [mac80211]
ieee80211 alloc_hw_nm [mac80211]
ieee80211_ tasklet_handler [mac80211]
ieee80211_restart_work [mac80211]
ieee80211_unregister_hw [mac80211]
ieee80211_free_hw [mac80211]
ieee80211_ free_ack_frame [mac80211]
ieee80211_ifa6_changed [mac80211]
ieee80211 register_hw [mac80211]
ieee80211_ifa_changed [mac80211]
ieee80211 configure_filter [mac80211]
ieee80211_reconfig_filter [mac80211]
ieee80211 _hw_config [mac80211]
ieee80211_bss_info_change_notify [mac80211]
ieee80211_reset_erp_info [mac80211]
ieee80211_report_low_ack [mac80211]
ieee80211_ report_used_skb [mac80211]
ieee80211_free_txskb [mac80211]
ieee80211_tx_status_irgsafe [mac80211]
ieee80211_ lost_packet [mac80211]
ieee80211_tx_status_noskb [mac80211]

[..]
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Filter specific modules

# echo ieee80211 rx_napi:stacktrace >> set_ftrace_filter
# tail set_ftrace_filter

minstrel_ht_rate_init [mac80211]

minstrel ht_alloc_sta [mac80211]
minstrel_ht_get_tp_avg [mac80211]
rc80211_minstrel_ht_exit [mac80211]
ibss_setup_channels [mac80211]
ieee80211_sta_join_ibss [mac80211]
ieee80211_csa_finalize.part.16 [mac80211]
ieee80211_amsdu_realloc_pad.isra.39 [mac80211]
ieee80211_assoc_success [mac80211]
ieee80211_rx_napi [mac860211]:stacktrace:unlimited

vmware




Filter specific modules

# trace-cmd start -p nop -1 ‘ieee80211 rx_napi:stacktrace’ -1 ‘:mod:mac80211’
# trace-cmd show --ftrace_filter | tail

minstrel _ht_rate_init [mac80211]

minstrel _ht_alloc_sta [mac80211]
minstrel_ht_get_tp_avg [mac80211]

rc80211 _minstrel ht_exit [mac80211]
ibss_setup_channels [mac80211]

ieee80211 sta_join_ibss [mac80211]
ieee80211_csa_finalize.part.16 [mac80211]
ieee80211 amsdu_realloc_pad.isra.39 [mac80211]
ieee80211_assoc_success [mac80211]
ieee80211_rx_napli [mac80211]:stacktrace:unlimited
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max_graph_depth

# echo 0 > tracing_on
# echo 1 > max_graph_depth
# echo function_graph > current_tracer
# sh -c 'echo $$ > set_ftrace_pid; echo 1 > tracing_on;
# cat trace
# tracer: function_graph
#
# CPU DURATION FUNCTION CALLS
# | | [ 1
3) 0.508 us mutex_unlock();
3) 0.292 us __ fsnotify_parent();
3) 0.231 us fsnotify();
3) 0.167 us __sb_end_write();
3) 1.638 us SyS_dup2();
3) 3.325 us exit_to_usermode_loop();
3) 0.835 us SyS_close();
3) + 21.778 us do_syscall_64();
3) + 12.394 us do_syscall_64();
3) + 11.289 us do_syscall_64();
3) + 10.945 us do_syscall _64();
3) + 10.028 us do_syscall_64();
3) ! 688.935 us do_syscall 64();
3) + 16.727 us __do_page_fault
t

3) 4.429 us
3) 8.208 us
3) 6.877 us
3) + 10.033 us
3) 8.013 us
3) 0.644 us
3) 4.904 us
3) 4.702 us
3) + 12.393 us
3) 3.459 us

(
__do_page_fault(
__do_page_fault(
__do_page_fault(
__do_page_fault(

__do_page_fault(
SyS_brk();
__do_page_fault
__do_page_fault
__do_page_fault
__do_page_fault

e L L L Y L)
— N

3) 7.670 us __do_page_fault

3) 4.145 us __do_page_fault

3) 9.870 us SyS_access();

3) 7.549 us SyS_mmap();

3) 7.867 us __do_page_fault();
3) 6.820 us SyS_access();

3) + 13.364 us SyS_open();

3) 3.289 us SyS_newfstat();

3) 9.849 us SyS_mmap();

exec echo hello'




max_graph_depth

# cd ~

# trace-cmd record -p function_graph --max-graph-depth 1 echo hello

# trace-cmd report

cpus=4

trace-cmd-11650 [000] 426375.
trace-cmd-11649 [003] 426375.

echo-11651 [001] 426375.
trace-cmd-11649 [003] 426375.
trace-cmd-11649 [003] 426375.

echo-11651 [001] 426375.
trace-cmd-11649 [003] 426375.
trace-cmd-11650 [000] 426375.
trace-cmd-11649 [003] 426375.
trace-cmd-11649 [003] 426375.
trace-cmd-11649 [003] 426375.
trace-cmd-11649 [003] 426375.

echo-11651 [001] 426375.
trace-cmd-11649 [003] 426375.

echo-11651 [001] 426375.
trace-cmd-11649 [003] 426375.
[002] 426375.
echo-11651 [001] 426375.
echo-11651 [001] 426375.
[002] 426375.

echo-11651 [001] 426375.
trace-cmd-11650 [000] 426375.
[002] 426375.

echo-11651 [001] 426375.
trace-cmd-11650 [000] 426375.
[002] 426375.
trace-cmd-11650 [000] 426375.
[002] 426375.
trace-cmd-11649 [003] 426375.
trace-cmd-11649 [003] 426375.
[002] 426375.
trace-cmd-11650 [000] 426375.
trace-cmd-11649 [003] 426375.
[002] 426375.
trace-cmd-11649 [003] 426375.
trace-cmd-11650 [000] 426375.
[002] 426375.
trace-cmd-11650 [000] 426375.
[002] 426375.

<idle>-0

<idle>-0

<idle>-0

<idle>-0

<idle>-0

<idle>-0

<idle>-0

<idle>-0

<idle>-0

818285:
818285:
818285:
818286:
818287:
818287:
818287:
818287:
818288:
818288:
818288:
818289:
818291:
818291:
818291:
818291:
818291:
818292:
818292:
818292:
818292:
818293:
818293:
818293:
818293:
818293:
818293:
818293:
818293:
818294:
818294:
818294:
818294:
818294:
818294:
818294:
818294
818294:
818294:

funcgraph_entry:
funcgraph_entry:
funcgraph_entry:

funcgraph_exit:

funcgraph_entry:
funcgraph_entry:
funcgraph_entry:
funcgraph_entry:

funcgraph_exit:

funcgraph_entry:
funcgraph_entry:
funcgraph_entry:

funcgraph_exit:

funcgraph_entry:

funcgraph_exit:

funcgraph_entry:
funcgraph_entry:
funcgraph_entry:
funcgraph_entry:

funcgraph_exit:

funcgraph_entry:

funcgraph_exit:

funcgraph_entry:
funcgraph_entry:

funcgraph_exit:
funcgraph_exit:

funcgraph_entry:
funcgraph_entry:

funcgraph_exit:

funcgraph_entry:

funcgraph_exit:
funcgraph_exit:
funcgraph_exit:

funcgraph_entry:
funcgraph_entry:
funcgraph_entry:

funcgraph_exit:
funcgraph_exit:

funcgraph_entry:

[oNoNME N oNoNo) [cNo]

[ NoNoNoNo)

[cNoNo)

[cNoNo)

.107
.075

.579
.072
.070
.917
.710
.074
.086

.053
.114
.194
.045
.377

.066
.115
.152

.891

.087

.196
. 049

.044
.077

us
us

us
us
us
us
us
us
us

us
us
us
us
us

us
us
us

us

us

us
us

us
us

from_kgid() {

seq_puts() {
mutex_unlock() {

}

seq_puts();
smp_irq_work_interrupt() {
kernfs_sop_show_options() {
smp_irq_work_interrupt() {

seq_puts();
m_next();
m_show();

m_next();

m_show() {
sched_idle_set_state() {
__fsnotify_parent();
fsnotify();

__sb_end_write();
}
cpuidle_reflect() {
f_unlock_pos();

‘-v-“-v-’|

inode_permission() {
rcu_idle_exit() {

m_next() {
3
}
arch_cpu_idle_exit() {

m_show() {
security_inode_create() {

}

}
tick_nohz_idle_exit() {
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Events

# 1ls events

block filemap jbd2 net sched v41l2
cfg80211 ftrace kmem nfsd scsi vb2
cgroup gpio kvm nmi signal vmscan
clk hda kvmmmu oom skb vsyscall
compaction hda_controller libata page_isolation sock workqueue
cpuhp hda_intel mac80211 pagemap spi writeback
drm header_event mce power sunrpc x86_fpu
enable header_page mei printk swiotlb xen
exceptions huge_memory migrate random syscalls xfs

ext4 i2c mmc ras task xhci-hcd
fence 1915 module raw_syscalls thermal

fib iommu mpXx rcu timer

fib6 irq msr regmap tlb

filelock irg_vectors napi rpm udp

# 1s events/irq

enable irqg_handler_entry softirg_entry softirqg_raise
filter irq_handler_exit softirg_exit

# 1s events/irq/irq_hander_entry

enable filter format id trigger

vmware




Events

# trace-cmd list -e

kvmmmu : kvm_mmu_pagetable_walk
kvmmmu : kvm_mmu_paging_element
kvmmmu : kvm_mmu_set_accessed_bit
kvmmmu : kvm_mmu_set_dirty_bit
kvmmmu : kvm_mmu_walker_error
kvmmmu : kvm_mmu_get_page

kvmmmu : kvm_mmu_sync_page

kvmmmu : kvm_mmu_unsync_page
kvmmmu : kvm_mmu_prepare_zap_page
kvmmmu:mark_mmio_spte

kvmmmu : handle_mmio_page_fault
kvmmmu: fast_page_fault

kvmmmu: kvm_mmu_invalidate_zap_all_pages
kvmmmu:check_mmio_spte
kvm:kvm_entry

kvm:kvm_hypercall
kvm:kvm_hv_hypercall
kvm:kvm_pio

[..]

# trace-cmd list -e irq:
irqg:softirq_raise

irqg:softirq_exit

irq:softirg_entry

irq:irg_handler_exit
irq:irg_handler_entry

# trace-cmd list -e irq_hander_entry

irq:irq_handler_entry
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Events

# echo nop > current_tracer
# echo 1 > events/sched/enable
# echo 1 > events/irq/enable
# echo 1 > events/timer/enable
# cat trace
# tracer: nop
#
# entries-in-buffer/entries-written: 150216/509830 #P:4
#
# - => irgs-off
# / _----=> need-resched
# | / _---=> hardirq/softirq
# || / _--=> preempt-depth
# |1 7/ delay
# TASK-PID CPU# ||| TIMESTAMP FUNCTION
# || | Tl | |
<idle>-0 [001] ..s. 327484.418266: timer_expire entry: timer=ffffaaa2c1913e10 function=process_timeout
now=4376764065
<idle>-0 [601] d.s. 327484.418267: sched_waking: comm=rcu_sched pid=8 prio=120 target_cpu=001
<idle>-0 [001] dNs. 327484.418271: sched wakeup: comm=rcu_sched pid=8 prio=120 target_cpu=001
<idle>-0 [601] .Ns. 327484.418271: timer_expire_exit: timer=ffffaaa2c1913e10
<idle>-0 [001] .Ns. 327484.418273: softirq_exit: vec=1 [action=TIMER]
<idle>-0 [001] .Ns. 327484.418273: softirq _entry: vec=7 [action=SCHED]
<idle>-0 [001] .Ns. 327484.418294: softirq_exit: vec=7 [action=SCHED]
<idle>-0 [601] d... 327484.418299: sched_switch: prev_comm=swapper/1 prev_pid=0 prev_prio=120 prev_state=R
==> next_comm=rcu_sched next_pid=8 next_prio=120
rcu_sched-8 [601] .... 327484.418307: timer_init: timer=ffffaaa2c1913e10
rcu_sched-8 [601] d... 327484.418307: timer_start: timer=ffffaaa2c1913e10 function=process_timeout
expires=4376764066 [timeout=1] cpu=1 idx=0 flags=
rcu_sched-8 [001] d... 327484.418309: sched stat runtime: comm=rcu_sched pid=8 runtime=34723 [ns]
vruntime=242925268368660 [ns]
rcu_sched-8 [601] d... 327484.418330: sched_switch: prev_comm=rcu_sched prev_pid=8 prev_prio=120 prev_state=S
==> next_comm=swapper/1 next_pid=0 next_prio=120
<idle>-0 [601] d... 327484.418334: tick_stop: success=1 dependency=NONE
<idle>-0 [001] d... 327484.418335: hrtimer_cancel: hrtimer=ffff9d768dc94800
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Events

# trace-cmd start -p nop -e sched -e irq -e timer
# trace-cmd show

# tracer: nop
#
# entries-in-buffer/entries-written: 150216/509830 #P:4
#
# === => irqgs-off
# / _----=> need-resched
# | / _---=> hardirq/softirq
# || /7 _--=> preempt-depth
# |11 7 delay
# TASK-PID CPU# ||| TIMESTAMP FUNCTION
# || | TI I I
<idle>-0 [0601] ..s. 327484.418266: timer_expire entry: timer=ffffaaa2c1913e10 function=process_timeout
now=4376764065
<idle>-0 [601] d.s. 327484.418267: sched waking: comm=rcu_sched pid=8 prio=120 target_cpu=001
<idle>-0 [601] dNs. 327484.418271: sched_wakeup: comm=rcu_sched pid=8 prio=120 target_cpu=001
<idle>-0 [001] .Ns. 327484.418271: timer_expire exit: timer=ffffaaa2c1913e10
<idle>-0 [001] .Ns. 327484.418273: softirq exit: vec=1 [action=TIMER]
<idle>-0 [001] .Ns. 327484.418273: softirq_entry: vec=7 [action=SCHED]
<idle>-0 [601] .Ns. 327484.418294: softirq_exit: vec=7 [action=SCHED]
<idle>-0 [001] d... 327484.418299: sched_switch: prev_comm=swapper/1 prev_pid=0 prev_prio=120 prev_state=R
==> next_comm=rcu_sched next_pid=8 next_prio=120
rcu_sched-8 [601] .... 327484.418307: timer_init: timer=ffffaaa2c1913e10
rcu_sched-8 [601] d... 327484.418307: timer_start: timer=ffffaaa2c1913e10 function=process_timeout
expires=4376764066 [timeout=1] cpu=1 idx=0 flags=
rcu_sched-8 [001] d... 327484.418309: sched_stat_runtime: comm=rcu_sched pid=8 runtime=34723 [ns]
vruntime=242925268368660 [ns]
rcu_sched-8 [601] d... 327484.418330: sched switch: prev_comm=rcu_sched prev_pid=8 prev_prio=120 prev_state=S
==> next_comm=swapper/1 next_pid=0 next_prio=120
<idle>-0 [001] d... 327484.418334: tick stop: success=1 dependency=NONE
<idle>-0 [601] d... 327484.418335: hrtimer_cancel: hrtimer=ffffo9d768dc94800
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set_event_pid

H HHHH

o H O H O HEH

echo 0 > tracing_on
echo 1 > events/syscalls/enable
echo 1 > events/exceptions/enable
sh -c 'echo $$ > set_event_pid; echo 1 > tracing_on; exec echo hello'
cat trace
tracer: nop
entries-in-buffer/entries-written: 128/128 #P:4
- => jrqs-off
/ _----=> need-resched
| / _---=> hardirq/softirqg
|| / _--=> preempt-depth
[l 7 delay
TASK-PID CPU# ||| TIMESTAMP FUNCTION
| I I
echo-25556 [001] .... 328256.501048: sys_write -> 0x2
echo-25556 [001] .... 328256.501050: sys_dup2(oldfd: a, newfd: 1)
echo-25556 [001] .... 328256.501051: sys_dup2 -> 0x1
echo-25556 [001] .... 328256.501053: sys_close(fd: a)
echo-25556 [001] .... 328256.501053: sys_close -> 0x0
echo-25556 [001] d... 328256.501226: page_fault_kernel: address=0x55b416b60220 ip=__clear_user error_code=0x2
echo-25556 [001] d... 328256.501242: page_fault_kernel: address=0x7f3f615b7fcO ip=__clear_user error_code=0x2
echo-25556 [001] d... 328256.501253: page_fault_kernel: address=0x7fffd199alc9 ip=copy_user_enhanced_fast_string error_code
echo-25556 [001] d... 328256.501258: page_fault_kernel: address=0x7fffd1999ef0® ip=load_elf_binary error_code=0x2
echo-25556 [001] d... 328256.501273: page_fault_user: address=0x7f3f61393c20 ip=0x7f3f61393c20 error_code=0x14
echo-25556 [001] d... 328256.501279: page_fault_user: address=0x7f3f615b6e70 ip=0x7f3f6139487f error_code=0x4
echo-25556 [001] d... 328256.501281: page_fault_user: address=0x7f3f615b6c60 ip=0x7f3f61394886 error_code=0x7
echo-25556 [001] d... 328256.501285: page_fault_user: address=0x7f3f613af340 ip=0x7f3f61394c60 error_code=0x4
echo-25556 [001] d... 328256.501290: page_fault_user: address=0x7f3f615b8100 ip=0x7f3f613aa743 error_code=0x6
echo-25556 [001] .... 328256.501294: sys_brk(brk: 0)
echo-25556 [001] .... 328256.501295: sys_brk -> 0x55b417e5a000
echo-25556 [001] d... 328256.501297: page_fault_user: address=0x7fffd1998d20 ip=0x7f3f61394f77 error_code=0x6
echo-25556 [001] d... 328256.501300: page_fault_user: address=0x7f3f613b03b2 ip=0x7f3f613ae276 error_code=0x4
echo-25556 [001] d... 328256.501304: page_fault_user: address=0x55b416959040 ip=0x7f3f6139549e error_code=0x4
echo-25556 [001] d... 328256.501310: page_fault_user: address=0x55b416b5fdd8 ip=0x7f3f61395616 error_code=0x4
echo-25556 [001] d... 328256.501312: page_fault_user: address=0x55b416b5febd ip=0x7f3f613956bf error_code=0x7
echo-25556 [001] d... 328256.501316: page_fault_user: address=0x7fffd19ae038 ip=0x7f3f61395827 error_code=0x4
echo-25556 [001] .... 328256.501320: sys_access(filename: 7f3f613b086a, mode: 0)
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set_event_pid

# cd ~

# trace-cmd record -e syscalls -e exceptions -F echo hello
# trace-cmd report

CPU 2 is empty
CPU 3 is empty

cpus=4

echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894
echo-11894

[001]
[001]
[001]
[001]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]
[000]

426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.
426948.

703111:
703147:
703173:
703185:
703668:
703743:
703769:
703812:
703827:
703833:
703843:
703852:
703861:
703864 :
703869:
703877:
703889:
703895:
703903:
703918:
703937:
703941:
703947
703949:
703956:
703965:
703969:
703972:
703981:
703991:
703992:
703997:
703998:
704004:
704005:
704006:
704009:

sys_exit_write:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_kernel:
page_fault_kernel:
page_fault_kernel:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_user:
sys_enter_brk:
sys_exit_brk:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_user:
sys_enter_access:
sys_exit_access:
sys_enter_mmap:
sys_exit_mmap:
page_fault_user:
page_fault_user:
sys_enter_access:
sys_exit_access:
page_fault_user:
sys_enter_open:
sys_exit_open:
sys_enter_newfstat:
sys_exit_newfstat:
sys_enter_mmap:
sys_exit_mmap:
sys_enter_close:
sys_exit_close:
page_fault_user:

ox1
address=0x7fb9671d05a4f
address=0x7fb9671ee060f
address=0x7fb9672adc20f
address=0x5599408bf220f
address=0x7f48659fefcOf
address=0x7ffc031d37c9f
address=0x7f48657dac20f
address=0x7f48659fde70f
address=0x7f48659fdc60f
address=0x7f48657f6340f
address=0x7f48659ff100f
brk: 0x00000000
0x55994164d000O
address=0x7ffc031d2320f
address=0x5599406b8040f
address=0x5599408bedd8f
address=0x5599408beeb0Of
address=0x7ffc031da038f
filename:
OxXfffffffffffffffe

addr: O0x00000000, len: Ox00003000, prot: 0x00000003, flags: Ox00000022

0x7f48659fa000

0x7f4865717864a,

ip=0x7fb9677652d2f
ip=0x7fb9671ee@60f
ip=0x7fb9672adc20f

error_code=0x4
error_code=0x14
error_code=0x14

ip=__clear_user error_code=0x2
ip=__clear_user error_code=0x2

ip=copy_user_enhanced_fast_string error_code=0

ip=0x7f48657dac20f
ip=0x7f48657db87ff
ip=0x7f48657db886f
ip=0x7f48657dbc60f
ip=0x7f48657f1743f

ip=0x7f48657dbf77f
ip=0x7f48657dc49ef
ip=0x7f48657dc616f
ip=0x7f48657dc6bff
ip=0x7f48657dc827f
mode: Ox00000000

error_code=0x14
error_code=0x4
error_code=0x7
error_code=0x4
error_code=0x6

error_code=0x6
error_code=0x4
error_code=0x4
error_code=0x7
error_code=0x4

address=0x7f48659fa018f ip=0x7f48657e2227f error_code=0x6
address=0x7f48657ea060f ip=0x7f48657ea060f error_code=0x14
filename: 0x7f48657f9fe®, mode: OxO00000004

oxfffffffffffffffe

address=0x7ffc031d1ff8f ip=0x7f48657e2612f error_code=0x6

filename: 0x7f48657f7d02, flags: Ox00080000, mode: OXxO00000001

0x3
fd: 0x00000003,
0x0

addr: Ox00000000, len: Ox0001df78, prot: Ox00000001, flags: OxOO0EO002

0x7f48659dcO00
fd: 0x00000003
0x0

address=0x7f48659dc000f ip=0x7f48657f598cf error_code=0x4

statbuf:

Ox7ffco31dl1aed
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set_event_pid
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echo 0 > tracing_on
echo 1 > events/syscalls/enable
echo 1 > events/exceptions/enable
echo 1 > options/event-fork
echo $$ > set_event_pid
echo 1 > tracing_on; /bin/echo hello; echo 0 > tracing_on
cat trace
tracer: nop
entries-in-buffer/entries-written: 310/310 #P:4
_----- => jrqgs-off
/ _----=> need-resched
| / _---=> hardirqg/softirq
|| / _--=> preempt-depth
[ 7/ delay
TASK-PID CPU# || ]| TIMESTAMP FUNCTION
|| | Tl I I
bash-25022 [002] .... 340241.280549: sys_write -> 0x2
bash-25022 [002] .... 340241.280557: sys_dup2(oldfd: a, newfd: 1)
bash-25022 [002] .... 340241.280559: sys_dup2 -> 0x1
bash-25022 [002] .... 340241.280565: sys_fcntl(fd: a, cmd: 1, arg: 0)
bash-25022 [002] .... 340241.280565: sys_fcntl -> 0Ox1
bash-25022 [002] .... 340241.280568: sys_close(fd: a)
bash-25022 [002] .... 340241.280569: sys_close -> 0x0
bash-25022 [002] .... 340241.280610: sys_rt_sigprocmask(how: 0, nset: 7ffe3c06bb70, oset: 7ffe3c06bbfO, sigsetsize: 8)
bash-25022 [002] .... 340241.280613: sys_rt_sigprocmask -> 0x0
bash-25022 [002] .... 340241.280615: sys_pipe(fildes: 703e18)
bash-25022 [002] .... 340241.280641: sys_pipe -> 0x0
bash-25022 [002] d... 340241.281171: page_fault_user: address=0x70e98c ip=0x44d5dc error_code=0x7
bash-25022 [002] d... 340241.281190: page_fault_user: address=0x70d540 ip=0x44d450 error_code=0x7
echo-29091 [001] d... 340241.281192: page_fault_kernel: address=0x7f8ea6fb8el® ip=__put_user_4 error_code=0x3
bash-25022 [002] d... 340241.281199: page_fault_user: address=0x7ffe3c06bb48 ip=0x44d45d error_code=0x7
bash-25022 [002] .... 340241.281209: sys_setpgid(pid: 71a3, pgid: 71a3)
bash-25022 [002] .... 340241.281213: sys_setpgid -> Ox0
bash-25022 [002] d... 340241.281217: page_fault_user: address=0x710713 ip=0x4c8f65 error_code=0x7
echo-29091 [001] d... 340241.281220: page_fault_user: address=0x7f8ea66a334b ip=0x7f8ea66a334b error_code=0x14
bash-25022 [002] d... 340241.281225: page_fault_user: address=0x1549580 ip=0x4c8fcd error_code=0x7
bash-25022 [002] d... 340241.281236: page_fault_user: address=0x703el0 ip=0x44d53e error_code=0x7

bash-25022 [002] .... 340241.281245: sys_rt_sigprocmask(how: 2, nset: 7ffe3c06bbf0®, oset: 0, sigsetsize: 8)
echo-29091 [001] d... 340241.281246: page_fault_user: address=0x7f8ea6fb9160 ip=0x7f8ea66a337d error_code=0x7
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set_event_pid

# cd ~

# trace-cmd record -e syscalls -e exceptions -F echo hello
# trace-cmd report

CPU 0 is empty
CPU 2 is empty
CPU 3 is empty

cpus=4

echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955
echo-11955

[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]
[001]

427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.
427105.

922200:
922248:
922275:
922750:
922794 :
922817:
922856:
022868:
922874
922884:
922894
922901:
922908:
922910:
922916:
922924
922937:
922943:
922951:
922960:
922969:
922971:
922977
922979:
922987:
922995:
922999:
923006:
923015:
923015:
923020:
923021:
923027:
923028:
923029:
923032:

sys_exit_write:
page_fault_user:
page_fault_user:
page_fault_kernel:
page_fault_kernel:
page_fault_kernel:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_user:
sys_enter_brk:
sys_exit_brk:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_user:
page_fault_user:
sys_enter_access:
sys_exit_access:
sys_enter_mmap:
sys_exit_mmap:
page_fault_user:
page_fault_user:
sys_enter_access:
sys_exit_access:
sys_enter_open:
sys_exit_open:
sys_enter_newfstat:
sys_exit_newfstat:
sys_enter_mmap:
sys_exit_mmap:
sys_enter_close:
sys_exit_close:
page_fault_user:

0x1
address=0x7f405f6eb060f
address=0x7f405f7aac20f
address=0x55aa7e2db220f
address=0x7fc23a862fcoOf
address=0x7fff2e9473d9f
address=0x7fc23a63ec20f
address=0x7fc23a861e70f
address=0x7fc23a861c60f
address=0x7fc23a65a340f
address=0x7fc23a863100f
address=0x7fff2e946ff8f
brk: 0x00000000
0x55aa7e443000
address=0x7fff2e945f30f
address=0x55aa7e0d4040f
address=0x55aa7e2dadd8f
address=0x55aa7e2daeb0of
address=0x7fff2e961038f
filename: 0x7fc23a65b86a
Oxfffffffffffffffe

addr: O0x00000000, len: Ox00003000, prot: 0x00000003, flags: Ox00000022

0x7fc23a85e000

ip=0x7f405f6eb060f
ip=0x7f405f7aac20f

error_code=0x14
error_code=0x14

ip=__clear_user error_code=0x2
ip=__clear_user error_code=0x2

ip=copy_user_enhanced_fast_string error_code=0

ip=0x7fc23a63ec20f
ip=0x7fc23a63f87ff
ip=0x7fc23a63f886f
ip=0x7fc23a63fc60f
ip=6x7fc23a655743f
ip=0x7fc23a6557ddf

ip=0x7fc23a63ff77f
ip=6x7fc23a64049ef
ip=0x7fc23a640616f
ip=0x7fc23a6406bff
ip=0x7fc23a640827f
, mode: Ox00000000

error_code=0x14
error_code=0x4
error_code=0x7
error_code=0x4
error_code=0x6
error_code=0x6

error_code=0x6
error_code=0x4
error_code=0x4
error_code=0x7
error_code=0x4

address=0x7fc23a85e018f 1ip=0x7fc23a646227f error_code=0x6
address=0x7fc23a64e060f ip=0x7fc23a64e060f error_code=0x14

filename: 0x7fc23a65dfed
Oxfffffffffffffffe

filename: 0x7fc23a65bd02, flags: Ox00080000, mode: OXxOEEOOEO1

0x3
fd: 0x00000003,
0x0

statbuf:

addr: Ox00000000, len: Ox0001df78, prot: Ox00000001, flags: OxOO0EO002

0x7fc23a840000
fd: 0x00000003
0x0

, mode: OXx00000004

Ox7fff2e9456f0

address=0x7fc23a840000f ip=0x7fc23a65998cf error_code=0x4
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Thank You

Steven Rostedt
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